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Who were the Provo’s? 

T 
he new National Security Strategy 
and Strategic Defence and Security 
Review heralds a new way of think-
ing for the resilience sector and 

emergency response.  
  The plans were laid out by Ian 
Whitehouse, Deputy Director for Resilience 
Capabilities at the Cabinet Office, during a 
visit to the West Midlands EPS branch.  
  He said that the Government’s three 
watchwords for the new direction were: 
Protecting our people 
Protecting our global influence 
Promoting our prosperity.  
  Ian said the latter call on prosperity was to 
make it explicit, to make people think 
about the role resilience has in relation to 
national prosperity.  
  From that baseline, said Ian, the National 
Security Strategy and Strategic Defence and 
Security Review (NSS/SDSR) had drawn up 
its overriding priorities: 
To tackle terrorism head on at home 
and overseas 
Remain a world leader in cyber-
security  

Deter state-based threats 
To respond to crises rapidly, and effectively 
build resilience at home and abroad.  
  Ian said that the change of emphasis was 
to “push attention upstream”.  He cited the 
example of the threatened Tanker Drivers’ 
dispute in 2012. He said Ministers were 
given a plan for what to do when fuel ran 
out. Their view was that they wanted a plan 
to stop it happening in the first place.  
  The Government’s view was that there 
needed to be a more critical look at the 
nation’s critical national infrastructure to 
ensure that everyone was doing enough, to 
ensure that the inter-connectivity of mod-
ern society did not have wider consequenc-
es. He gave the example of the recent 
floods in Leeds – the inundation of a tele-
phone company’s switching station had 
consequences reaching further than just 
the city, causing problems, including for 
Airwave, as far away as York. 
  He said the public today had little “risk 
appetite” and their threshold was low for 
any disruption to everyday life. He said the 
whole direction was taking a new look at 
how things like this can be allowed to hap-
pen.  
  Ian said despite the new direction of the 
NSS/SDSR much of it was still focussed on 
the domestic response. The aims at local 
level were: 
Improve coordination between local 
and national levels of response 

Emergency responders working effec-
tively together (JESIP) 
Sharing and applying learning 
(including Lessons Direct) 
Develop a new set of resilience stand-
ards 
Voluntary sector role: ‘Unlocking po-
tential of voluntary sector’ 
Business role: ‘Business Emergency 
Resilience Group’ 
Role of the military. 
 He said there would be some subtle chang-
es. A new set of resilience standards are 
being worked on, but he stressed emergen-
cy planners “don’t need reams of guidance 
that soon becomes out of date.” He said 
that Rob McFarlane, who many will know 
from the Emergency Planning College, was 
looking at a set of ‘Standards’ that could be 
used as a model, citing the City Resilience 
example. Rather than a rigid set of guid-
ance, they were looking towards Standards 
that were “flexible, but also showed what 
good looked like.” 
  He added that there were moving towards 
a clearer understanding of what Military 
assistance could be available during a major 
incident, looking at an understanding of 
what  ‘capabilities are available’ rather than 
‘guarantees’. He said they were looking 
towards “increasing Military involvement in 
the planning phase, so it was clearer what 
they can actually provide.” 

West Midlands Branch was briefed on the new National  
Security Strategy and Strategic Defence and Security Review 

A new  
direction 

 The NSS/SDSR has outlined what the key ‘Teir 1’ 
risks will be over the next five years. They are: 
Terrorism: This will remain the most direct and 
immediate threat to our domestic security and 
overseas interests.  
International Military Conflict: The risk is growing, 
there is a greater possibility of international mili-
tary crises drawing in the UK, including through our 
treaty obligations.  
Cyber threats: cyber terrorism, fraud and serious 
and organised crime, espionage, and disruption of 
CNI as it becomes more networked and dependent 
on technology, including networks and data held 
overseas.  
Public Health: Disease, particularly pandemic influ-
enza, emerging infectious diseases and growing 
Antimicrobial Resistance, threatens lives and caus-
es disruption to public services and the economy.  
Major Natural Hazards: Events such as severe 
weather and major flooding can cost lives, cause 
disruption to Critical National Infrastructure and 
provision of essential services, and have a signifi-
cant economic cost. 
Ian Whitehouse made the point that for the UK 
resilience sector, the new assessment was still  
predominated by domestic potential crises.  
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Ian Whitehouse is Deputy Director for Resilience 

Capabilities at the Civil Contingencies Secretariat 

national  

security 

THE National Risk Register will still play a 
prominent role in national risk assessment.    
  The NRR is a public-facing document in-
tended to communicate risk to the general 
population, explaining hazards and giving a 
brief overview on threats.  
  The NRR is available on the Gov.uk web-
site. 
  Ian Whitehouse pointed out that:  

 
 
 
 
 
 
- The NRA assesses major threats and  
hazards which threaten the UK over the 
next five years 

- The NRA contains 86 risks and is updated 
on a two yearly basis. The next update is  
due in 2016 
- The Official-Sensitive sections of the NRA 
are available on ResilienceDirect. 

T 
he next National Capabilities Survey 
will not now take place until the 
Spring of 2017. Ian Whitehouse 
said that the subtle changes in the 

direction of the NSS/SDSR needed to be 
firstly “bedded down”, before the next sur-
vey was held.  
  He also pointed out that a quarter of or-
ganisations surveyed had historically not 
responded so they were looking at the 
‘nudge theory’ to get all organisations to 
comply and respond. The timetable for the 
next Survey was outlined as: 
March – November 2016: procure software 

and develop design to deliver the survey.  
March 2016 – January 2017: produce the 
questions after discussions with central 
government departments. 
October 2016 – January 2017: Pilot pro-
posed questions with representatives of the 
local tier of the resilience sector.  
January – March 2017: training and en-
gagement. 
April – May 2017: run the Survey.  
June – August 2017: analyse the results 
and produce the ‘Highlight Report’.  

 

New CCS 
‘international 
team’ to sit 
on COBR 
 
THERE were to be key changes to 
the way the Government and the 
UK resilience sector would respond 
to international crises.  
  One of the new developments will 
be to have a team from the Cabinet 
Office’s Civil Contingencies  
Secretariat present whenever COBR 
meets to assess international 
events that impact on the UK.  
  Ian Whitehouse said recent events 
had demonstrated that there was 
an increasing international  
dimension to civil resilience.  
  The discussions on this had been 
triggered by the Ebola outbreak last 
year.  
  The dedicated CCS team to  
support COBR will help co-ordinate 
reaction to international events, 
such as looking for example, how 
an international event could impact 
on the supply chain in the UK.  
  The role of the CCS ‘Readiness and 
Response International’ role will be 
to: 
 
Support COBR to deliver  rapid 
and effective UK responses  to ma-
jor international hazards and crises 
Improving UK and international 
resilience through development 
and use of  EU and international 
resilience systems 
Furthering international resili-
ence through improving the ability 
of partner nations to  prepare for 
and respond to disasters. 

New timetable for  
Capabilities Survey 

  TAfter addressing the West Midlands EPS 
branch, Ian Whitehouse was given a tour of 
Birmingham Resilience’s control rooms by 
Jawaid Akhtar, of the Birmingham  
Resilience Team 
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T 
aking place at the NEC in Birming-
ham on 21 and 22 September 2016, 
The Emergency Services Show is a 
key platform for Emergency Plan-

ning Society members and plays an im-
portant role in promoting interoperability.     
  Free-to-attend, the event provides visitors 
with a unique opportunity to build relation-
ships with other emergency services and 
rescue organisations to prepare for future 
incidents. As ever, the EPS will be there, 
using its stand to promote the organisation. 
  With the now constant nationwide threat 
of severe flooding, the UK threat level for 
international terrorism at “severe” and in-
creasing tension with Russia over tackling 
the IS group in Syria, the need for emergen-
cy planners to remain up-to-date on the 
services, organisations and equipment avail-
able to assist them in protecting the public 
is greater than ever before. 
  Last year’s event attracted a record num-
ber of 6,151 visitors and over 450 exhibiting 
companies and organisations. The growing 
interest in the event has prompted organis-
ers to relocate to the NEC’s larger Hall 5 this 
year. 
  As well as meeting the key resilience or-
ganisations and training providers, visitors 
to The Emergency Services Show can gain a 
deeper understanding of the support  
available from the voluntary sector in The 
Collaboration Zone.  

S ome of the most popular free seminars 
at last year’s Emergency Services Show 

included incident case studies of Alton Tow-
ers and the Bosley Woodmill Fire, which 
were presented by the emergency services 
in attendance. This year, Joint Emergency 
Services Interoperability Programme (JESIP) 
and Emergency Services Collaboration 
Working Group are developing a free two-
day seminar programme entitled “Lessons 
Learnt” which will review the multi-agency 
responses to recent incidents and spot 

where action could be taken to avoid the 
same mistakes being made in the future. As 
well as covering flooding, the programme 
will include a full appraisal of the largest 
disaster training exercise very recently un-
dertaken by firefighters, police officers and 
ambulance personnel in Dartford.  
  Other features planned for this year’s 
event include a Home Safety Zone, PPE sem-
inars and a Drone Zone. The organisers will 
also be running free seminars on innovation 
as well as the popular College of Paramedic 
CPD Workshops. 

“ The event provides a very useful oppor-
tunity for those employed within the 

sphere of emergency planning, resilience 
and response to interact with like-minded 
professionals and build working relation-
ships for the general improvement and in-
novation of EPRR across all UK agencies. I 
would actively encourage and recommend 
all my EPRR colleagues within the National 
Health Service to attend,” said Chris Wright, 
Emergency Planning & Resilience Officer, 
Bradford District Care Foundation Trust who 
attended the 2015 event along with emer-
gency planners from the fire and police ser-
vices.  
   William Read, chairman, Emergency Plan-
ning Society - West Midlands branch, who 
attended the 2015 event described it as, “an 
excellent event, very worthwhile for anyone 
involved in emergency planning and re-
sponse, not just for the three uniformed 
emergency services.”  
  This point was borne out by Katie Fisher, 
Emergency Planning Officer, Hackney Bor-
ough Council who visited the show last year. 
“The Emergency Services Show is an excel-
lent platform for networking, learning and 
keeping up to date with the latest products, 
services and systems in order to promote a 
more resilient community within the UK,” 
she said. 
   The Emergency Planning Society will be 

exhibiting this year alongside other resili-
ence organisations including CFOA NCP 
Hub, Institute of Civil Protection & Emer-

gency Management and Resilience Direct.   
Other exhibitors of particular interest to all 
involved in emergency planning include 
Emergency Services Mobile Communication 
Programme, United Kingdom Search & Res-
cue, Mountain Rescue England & Wales, HM 
Coastguard, British Cave Rescue Council, 
Public Health England, National Flood Fo-
rum, Training 4 Resilience, British Apco and 
DFRMO to name a few.  

E ntry to the exhibition and seminars, as 
well as parking, is free and enables visi-

tors to: 
Network with other blue light services 
and rescue organisations  
Meet with government departments  
Gain a deeper understanding of the 
support available from voluntary sector 
partners and NGOs 
Hear senior figures share their experi-
ences of co-responding to incidents 
See and handle the latest equipment, 
vehicles and technology  
Receive training in the latest rescue and 
lifesaving techniques 
 
To register for free entry visit 
www.emergencyuk.com 
 
The Emergency Services Show is  
organised by Broden Media Limited which 
has just been short-listed for the  
Independent Organiser of the Year category 
in the Exhibition News Awards. 

 

A key date for the diary 

Lessons Learnt: Free Seminars 

Not Just for Emergency Services 

Registration 

http://www.emergencyuk.com
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THE key players in the UK Oil and Gas sec-
tor will gather this July in London. The gov-
ernment have set out the vital role gas will 
play in the UK’s transition to a low-carbon 
and energy secure future.  
  The 14th Onshore Oil and Gas Licensing 
Round will enable a significant amount of 
the UK’s shale gas prospects to be taken 
forward to be explored and tested safely.   
  The process is not without controversy 
however, with concerns 
over environmental impacts and noise 
pollution resulting in legal appeals and 
public demonstrations. How can stakehold-
ers work together to reach the best deci-
sions for both local communities and na-
tional need? 
  Local authorities must now determine at 
least 50 per cent of onshore oil and gas 
applications within 13 weeks or 16 weeks if 
an Environmental Impact Assessment is 

required. 
  Such planning decisions are technical and 
subject to overlapping regulatory regimes 
based on planning, environmental and 
safety authorisations. 2016 will see a major 
acceleration in application activity: what do 
councils need to have in place to ensure 
they can cope with demand and new deci-
sion timescales? 
  New rules require local authorities to hit 
tougher targets for determining applica-
tions or face government intervention and 
the risk of sanctions. 
  Speakers include Rt Hon Amber Rudd MP, 
Secretary of State for Energy, Tony Gray-
ling, Director for Sustainability at the Envi-
ronment Agency, and Richard Hewitt, Strat-
egy Manager at National Grid.  
  
Go to www.evenbrite.co.uk for full details.  

5,000 emergency assets 
still located in flood risk 
areas 

EPS at Flood & Coast 
exhibition 

THIS year’s Flood & Coast conference in 
Telford was a successful event for the 
EPS, which made a number of very 
useful contacts, potential new mem-
bers, writers for Resilience and  
invitations to collaborate.    
  Over the three days, more than 1500 
registrants came together from the 
Environment Agency, local government, 
infrastructure owners, contractors, 
consultancies, universities and affected 
communities to tackle the big questions 
relating to flood and coastal risk man-
agement (FCRM). 
   The 90 exhibitors in the sold-out exhi-
bition represented specialists from 
across the entire supply chain deliver-
ing FCRM technology and solutions, 
including the leading Environment 
Agency Water and Environment Man-
agement framework contractors. 
   The Flood & Coast dinner celebrated 
the seven winners of the Project Excel-
lence Awards, with categories ranging 
from programme and project delivery 
to innovation, efficiency and sustaina-
ble resource management. Two new 
special awards were added this year to 
recognise customer service and the 
important contribution of project de-
velopment respectively. During the 
evening, over £1800 was collected for 
the event’s official charity, WaterAid. 
  Extended abstracts of many presenta-
tions will be available on the web-
site,www.floodandcoast.com 

Oil and Gas Summit - 6 July 

THIS year’s Security and Counter Terror Expo takes place on 19-20 April 2016  at Olympia 
in London. 
  Backed by the Home Office, the Security & Counter Terror Expo - formerly the Counter 
Terror Expo-  is the event for any professional tasked with protecting assets, business, peo-
ple and nations from terrorism.  
  It brings over 9,000 attendees from across the globe together to see the latest technology, 
hear about the latest developments, share best practice and ensure that their threat mitiga-
tion strategies are effective. 
  The free-to-attend exhibition features over 300 leading suppliers, many of whom are 
showcasing some of the most technologically advanced solutions in preventing terrorism. 
Running alongside the exhibition are several free-to-attend conferences and seminar areas. 
The EPS will have a stand at the event.  
  A high-level strategic paid-for conference also sits alongside SCTX, attracting hundreds of 
senior security, police, government and military professionals. Thought leading speakers 
present on some of the most pressing issues we are currently facing. 
  To register, contact  www.counterterrorexpo.com 

Counter Terror Expo - 19-20 April  

THE EPS will be amongst those exhibiting at 
a major new European exhibition com-
mitted to providing the latest knowledge, 
products, and innovations to manage all 
aspects of contamination. 
  The Contamination Expo Series on 12 – 13 
October, held at the Excel centre in London, 
is part of an event which encompasses six 
different co-located events: Land Contami-
nation Expo, Fresh Water Contamination 
Expo, Building Contamination Expo, and 
Marine Contamination Expo, as well as 
Clean Air Technology Expo and Hazardous 
Waste Storage, Transportation & Disposal 
Expo, all under one roof with their own 
conferences and workshops.  

  The exhibition has been constructed to 
offer professionals working in the contami-
nation sector with the most cutting edge 
products and services from around the 
world, while also delivering a leading educa-
tional programme from prominent experts 
in each field.  
  The show will include the foremost minds 
and authorities working across each of 
these sectors to present an exclusive sched-
ule of seminars, masterclasses, debates, 
and demonstrations to the audience. 
 
 
To find out more, contact 
www.contaminationexpo.com 

Contamination Expo 12—13 October 

http://www.floodandcoast.com/
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DRONES for Good is an annual interna-
tional competition hosted by the govern-
ment of the United Arab Emirates to 
encourage useful and positive applica-
tions for drone technology.  
  Bristol based ImiTec Limited has come 
5th in the finals of the 2016 Drones for 
Good competition with its Advanced 
Airborne Radiation Monitoring System, 
held in the Dubai in February. The ImiTec 
team, supported by their Small Un-
manned Aerial Systems partner, Newcas-
tle based Droneops Ltd, were the highest 
scoring team in the semi-finals for 
presentation and demonstration, but 
fared less well on the service and tech-
nical evaluation.   
  Chris Abbott, ImiTec Chief Executive 
and EPS member, said: “To come fifth out 
of 1017 entrants from 165 countries the 
first time we entered the competition is a 
great achievement for ImiTec and our 
Small Unmanned Aerial Systems partner, 
Droneops. The whole team, led by our 
Technical Director Dr Tom Scott, per-
formed exceptionally well and could not 
have done more as shown by earning the 
highest scores for presentation and 
demonstration in the semi-finals. We 
have had an invaluable opportunity to 
demonstrate our unique Advanced Air-
borne Radiation Monitoring System tech-
nology on a world stage and there has 
been a lot of interest in it.  It was a partic-
ular honour to be invited to brief His 
Highness the Emir of Dubai on our tech-
nology.  The event has been a great expe-
rience for the team and we are grateful 
for having had the opportunity to take 
part.”    

EPS member in 
top team  at 
‘Drones for 
Good’ contest in 
Dubai 

ANOTHER successful  national media train-
ing event was held for EPS members in 
March, with 20 members being put through 
their paces. Former BBC journalists Ian 
Cameron and Guy Pelham along with for-
mer COI civil contingencies practitioners 
Bob Wade and Peter Whitbread outlined 
techniques in facing the media, and the 
pitfalls and perils to avoid.  
  The media training sessions are to be 
rolled out to the Branches, although will be 
fee  paying—however, only £60 for EPS 
members, and will also be open to non-
members for a higher fee.  
 Those EPS members who attended the 
March course, verified it was extremely 
worthwhile.  Geoffrey Mackett said: ”An 
extremely worthwhile course that was en-

joyable and challenging”, while Andy Swapp 
commented: “Good opportunity to under-
take media training in a safe environment. 
Experienced journalists added top value to 
training.” 
Delegates get doorstepped during the 
media training 

Media training day success 

THE development of the EPS website is 
progressing after a tender process was held 
in February, with the contract awarded to 
Publicity Matters, a creative agency with 
core skills in graphic communications 
through bespoke marketing.  
  Based in Bristol, Publicity Matters pride 
themselves on customer retention. Rob 
Cave set up PM in 1987, and created the 
first UK Utilities Company website shortly 
afterwards for Bristol Water plc. Since then 
PM have expanded with internation-
al clients in Europe, South Africa and the 

US.   
  Rob reports: “With our experience and 
personal approach you're always dealing 
with the key person on your account 
whether it's for design, web develop-
ment or PR.   
  “We are delighted to be working for the 
Emergency Planning Society.” 
 
Further details about how the work to  
develop the new website with EPS member 
engagement, will be circulated as the  
project develops.  

EPS website upgrade underway 

  One of the drones featured by 
ImiTec and its partner Droneops 
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A 
manda Tucker has been appointed 
as the new Board Director for 
Education. Amanda joined the EPS 
in 2012 and became a full member 

in 2015 following completion of a Masters 
Degree in Emergency Planning and Manage-
ment at Coventry University. 
  She began her working life in the financial 
services industry after graduating from the 
University of Cambridge with a degree in 
Social and Political Science in 1997. For a 
number of years Amanda worked as a con-
sultant for a firm based in Wiltshire, provid-
ing compliance, business improvement and 
training support for Independent Financial 
Advisers throughout the UK. This was an 
interesting and challenging role which in-
volved developing and delivering training 
and education materials for her clients to 
enable them to respond to changes in finan-
cial service regulations. 
 In 2004, following a change in personal 
circumstances, Amanda left the Financial 
Services Industry and moved to picturesque 
North Wales where she joined Magnox to 
work within project management and quali-
ty assurance at the Trawsfynydd Nuclear 
Site. She volunteered to become part of the 
site emergency scheme response team, and 
took part in both site based and national 
level exercises as a responder and later as 
an exercise umpire. Amanda discovered that 

Emergency Planning sparked her interest 
and, when the existing Emergency Prepar-
edness Officer left in 2012, Amanda suc-
cessfully applied for the role managing the 
arrangements at Trawsfynydd Site. 
 Organisational change within Magnox 
provided a relocation opportunity for 
Amanda to carry out the Emergency Prepar-
edness Officer role at Sizewell A Site in 
Suffolk. Tempted by the potential for warm-
er and drier weather, Amanda moved to 
Suffolk in 2014 to oversee the successful 
transition of the emergency arrangements, 
as the site completed its defueling pro-
gramme. A further reduction in hazard has 
seen the emergency scheme change again 
as the requirement for off-site emergency 
arrangements has now been removed. 
Amanda enjoys the variety the role brings 
and the challenges of adapting emergency 
arrangements to the changing hazards on 
the site. 
 While completing her Masters, Amanda 
found that the opportunity to study along-
side other practitioners and academic stu-
dents has enhanced her understanding of 
the challenges faced by emergency planners 
and responders in the UK and across the 
world. She believes that education and con-
tinuous professional development activities 
are vital for emergency planning profession-
als, as we so often need to use the lessons 

of the past to inform the planning for the 
future, and she is looking forward to pro-
moting the education portfolio in her new 
role. 
Outside of work Amanda has a keen interest 
in photography, enjoys reading anything she 
can get her hands on and can play a variety 
of musical instruments (although she says 
‘none of them very well’). She added: “I love 
family life, and as mum to an energetic and 
lively three-year old I am continually re-
minded that the world is an exciting and 
wonderful place!” 

Amanda takes on  
education mantle 

 
  There’s a big welcome too, to 
STEPHEN GALLAGHER who also 
joined the EPS Board in February. 
Stephen will be taking on the role 
of the Professional Working 
Groups—more details in the next 
issue .  

 
Unified Response  
update 
AS Resilience was going to press, 
many EPS members were in-
volved in the four-day ‘Unified 
Response’ exercise in London. 
They were playing a number of 
roles, including emergency re-
sponders and exercise evaluators.  
  The first day attracted a signifi-
cant amount of publicity, and the 
London Fire Brigade reported im-
pressive social media hits, with 
#UnifiedResponse reaching 2.9 
million people.  
  Unified Response is the largest 
live exercise held in the UK since 
the ‘Exercise Horizon CBRN event 
in Birmingham in 2004. There will 
be a full report in the next issue.  

THE next meeting of the national NHS or-
ganisation the National Performance Advi-
sory Group will be held on 23 June in Lon-
don.  
Operating on a self financing basis, NPAG 
provide both a cost effective and quality 
service to clients within the NHS. However, 
NPAG are now expanding membership of 

the group to include other, non-NHS agen-
cies, and are now progressing a new round 
of the Resilience Development Network 
(RDN). NPAG is a trading division of the East 
of England Ambulance Service NHS Trust. 
 
For more details go to www.npag.org.uk 

NPAG holds next meeting in June 

EPS Southern Branch are holding a 
major workshop on Community Resili-
ence and Communications, on Tuesday 
3 May, from 9.30 to 13.00.  
  To be held in Southampton, they will 
be looking at the issue at the issue at 
Parish, Ward  and Borough level, with 

demonstrations from Motorola, PB 
CERT 3 and RAYNET. 
 
The workshop is free—to find out 
more, contact Louise Cadle on 
louise@ccaconsultants.eu 
  

Southern EPS Community Resilience and 
Comms workshop - 3 May 
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C 
ivil Aviation regulations were 
brought in after the 1952 Farnbor-
ough Air Show disaster.  
  In this incident, a prototype De 

Havilland 110 broke up in the air, and its 
two one ton Avon engines plummeted into 
the packed crowd – 29 spectators were 
killed, as well as the pilot John Derry.  
  The regulations for air shows were re-
vised, as it was felt that the loose rulings 
for the days of barnstorming bi-planes 
were out of date for the new jet age.  
  It will seem incredible to us today howev-
er, that immediately after the disaster, the 
Farnborough Air Show continued on sched-
ule, and continued the next day when even 
more spectators turned up.  
  But of course, in 1952 the proximity of 
World War II was still there in everyone’s 
memory. Society to an extent had been 
brutalised – indeed, between 1945 and 
1952, 84 British test pilots were killed in 
the race to dominate the new jet age. The 
spectators at Farnborough had a similar, 
war-hardened attitude.  
  As aviation expert James Hamilton-
Paterson puts it in his book, The Empire of 
the Clouds: 
“To Britons in the twenty-first century who 
have grown up in an increasingly litigious 
society and in the protective arms of the 
Health and Safety Executive, it might seem 
that many things about Britain some sixty 
years ago were strange, even quite brutal. 
It did not occur to the relatives of the vic-
tims of John Derry’s crash to sue either the 
SBAC for unnecessarily endangering specta-
tors’ lives, or de Havilland for demon-
strating a dangerously unfit aircraft. In 
those days one could often encounter no-
tices pointing out that if you wished to 
endanger yourself in a hazardous pursuit or 
place, you did so at your own risk…. It 
would have seemed downright unpatriotic 
for one of those injured at Farnborough in 
1952 to have attempted to make some-
body pay for the accident. Risk-taking was a 
normal part of life: everyone knew that. 
Had we not just survived a world war?” 

FOLLOWING the Shoreham Air show disas-
ter last year, the Civil Aviation Authority 
has brought in new regulations, and  some 
air shows this year may be cancelled be-
cause of the new safety measures.  
  Eleven people were killed last August 
when a vintage Hawker Hunter performing 
aerobatics crashed onto the nearby A27 in  
Sussex. The new measures include en-
hanced risk assessments and tougher 
checks and training requirements for pilots 
and display directors. 
The CAA Chief executive Andrew Haines 
said the CAA would "not compromise on 
safety". 

  From 1 April, charges will be increased for 
air show organisers to fund the new safety 
measures 
  Larger shows with 31 or more displays 
face a possible increase from £2,695 to 
more than £20,000, including a new flying 
display post-event charge of up to £15,000. 
  The BBC has reported that already several 
air shows have been cancelled, either for 
budget issues or because they cannot in-
troduce the new measures in time. Air 
shows that have announced they have 
cancelled so far are the air shows that 
were planned for Throckmorton ,  
Manchester and Llandudno.  

Farnborough 
1952 - risk  
attitudes  
sixty years on 

Air Shows face tougher  
regulation after Shoreham 
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Charlie Maclean-Bristol looks at the implications of the new outbreak  

for business continuity managers 

A 
lthough it is not headline news, there have been quite a 
few news items on the virus, its affect on pregnant women 
and its rapid spread through South America and the Carib-
bean. With a major outbreak occurring in Brazil at the 

moment and the Olympic games taking place in Rio later this year, 
this is one of the angles the news media are taking on the story.  
  So what is it and what are its effects. Here are some facts:  
  
The virus was first identified in Africa in 1947. 
Currently it has a major hold in South America and the Caribbean 
and it is advancing towards the USA with the latest cases in Panama. 
  It can be contracted in a similar way to Malaria, by being bitten by a 
mosquito.  
For most people 
symptoms will com-
prise of a mild fever 
which lasts for 2-3 
days with symptoms 
of mild headaches, 
maculopapular rash, 
malaise, conjunctivi-
tis, and joint pains.    
  Some people do 
not know they have 
had the disease. 
At present there is 
no known treatment 
or cure. 
  The major issue is 
that if a pregnant 
woman gets the 
disease in the first 
trimester of preg-
nancy there is a link 
to microcephaly and 
brain damage. Microcephaly is where a child is born with an unusu-
ally small head which can lead to impaired brain development. 
  According to the Centers for Disease Control and Prevention (CDC), 
Brazilian health authorities reported more than 3,500 microcephaly 
cases between October 2015 and January 2016 but the full spectrum 
of outcomes that might be associated with infection during pregnan-
cy and the factors that might increase risk to the fetus are not yet 
fully understood. 
  There has also been a case where the virus has been transmitted 
from a male to a female through unprotected sex. 
The mosquitoes that carry this virus live in tropical locations so it is 
very unlikely for the disease to spread to UK or the North of the 
Americas. There is a map of the spread on Wikipedia at  
https://en.wikipedia.org/wiki/Zika_virus.  
  
So what does this mean to us as business continuity people? 
For me, the main issues are associated with people who live in out-
break zones where the disease and mosquitoes are prevalent. With 
no cure at present, I would take the normal precautions you would 
to prevent malaria. Ensure wherever possible you don’t get bitten, 
by wearing insecticide and exposing as little uncovered flesh as pos-
sible. This can be difficult as this mosquito, unlike the malaria mos-

quito mainly feeds by 
day. The second ac-
tivity is to try and 
limit areas where mosquitoes breed. They like still water, so by using 
insecticide and getting rid of the water this reduces the number of 
mosquitoes and the risk of being bitten by an infected mosquito. 
   I think we need to identify if any of our staff are going to travel to 
an area affected by the outbreak. We should then do a risk assess-
ment to determine whether they should go or not.  I would suggest 
that anyone who is pregnant should not go. Men should also be 
advised that they could be infected through unprotected sex and to 
take appropriate precautions. If you are going to produce a policy 

for your organisation on Zika you should 
consult with a doctor who can advise you 
appropriately on the precautions which 
should be taken and help you write any 
guidance or policies. 
  

I 
f you have expatriate staff in the 
countries affected should you look at 
the possibility of withdrawing them 
or at least their dependents if they 

are at risk? If you are not going to offer 
this, then should you be looking at the 
human resources issues associated with 
Zika and be able to offer the families guid-
ance and facts about the virus? 
  
If you have a subsidiary or a branch of 
your organisation in the Zika infection 
zone what is your organisations’ policy 
and guidance to staff? 
  
You may want to talk to your health insur-
ance provider to see if they are providing 

guidance or putting any limits on the coverage of your policy. 
  
  If you have staff travelling to the Zika infection zone on holiday, 
should you offer any advice to them or is this not your responsibility 
as this is an activity conducted in their own time and they are not 
the responsibility of your organisation? 
   One of the roles of the business continuity manager is to identify 
new threats and ensure that the organisation is prepared for them. 
If we can identify threats before they become general knowledge, or 
lots of staff start asking about them, it gives our organisation the 
opportunity to prepare and agree our guidance and position on 
them. So I suggest read up on the virus, assess your organisations’ 
risk exposure and then discuss your findings with the business conti-
nuity sponsor or senior management within your organisation. 

Risk assessing the  
Zika virus 

 
Charles Maclean-Bristol  
is Director of PlanB Consulting 
 
Charlie@planbconsulting.com 



lock 

down 

12 l Resilience 

I encourage all those with an interest in community recovery 
to take a look at our report which can be found on our website 

www.foresightsolutions.net  
 
Or by contacting me at  

david@foresightsolutions.net.  
 
It is also available in the EPC library.  

I n the wake of the terror attacks in 
Paris, Brussels faced lock down in No-
vember, while Frankfurt was evacuated 
over the Christmas holiday period, fol-

lowing credible intelligence that a further 
attack was imminent. But what are the tasks 
when you close down and evacuate a city 
centre? 
  In 2005, we had to do just that in Birming-
ham. Two days after the 7/7 bombings in 
London which killed 53 people and injured 
over 700,  there was intelligence that  
Birmingham faced a terror attack by a  
similar Al-Queda group.  
  Obviously the nature or source of the intel-
ligence cannot be released, but having been 
involved and aware of the full details, both 
the West Midlands Police and the Home 
Office were right to decide that the city 
faced a “credible threat”.  
  Gold command at West Midlands Police HQ 
had been in permanent session since the 7/7 
attacks, and on the Saturday intelligence 
became available that pointed to a threat of 

bomb attacks in the Broad Street area – a 
bustling Saturday night venue lined with 
bars and clubs – and the city’s popular China 
Town around Hurst Street. The then Chief 
Constable, Paul Scott-Lee, called an Immedi-
ate Force Mobilisation, and 200 police offic-
ers flooded the two areas in the search for 
both suspects and suspect devices, and initi-
ating cordons where required.  

  When you start looking, you will find all 
sorts of things. As the operation got under-
way, a major problem was the city’s shoplift-
ing criminal fraternity. On suddenly seeing 
mass police activity and searches, they 
dumped their loot. One of their tricks is to 
use a certain kind of metal box inside a hold-
all or haversack to conceal their stolen 
goods – inside the box, the security tags on 
the stolen items do not set off the security 
alarms as they make a hasty exit. So now, in 
the anxious days after 7/7, vigilant members 
of the public were discovering abandoned 
suspicious looking haversacks on buses and 
by the roadside. The EOD were called in to 
carry out controlled explosions.  
   

H 
otel owners in Broad Street had 
also been asked to carry out initial 
searches of their rooms and re-
port anything suspicious. One 

worried hotelier reported finding 
‘detonators and switches’ in one of his 
rooms. Again, a false alarm. They were part 
of the pyrotechnics being used in a produc-
tion at the Birmingham Repertory Theatre in 
Broad Street – the technician with the trav-
elling troupe had quite rightly in these days 
of heightened vigilance, thought it better to 
keep the pyrotechnics safely locked up in his 
hotel room, rather than leave them on the 
stage overnight.  
  Then of course, there are those with men-

When a 
city 
shuts 
down 

Bob Wade looks at the problems encountered  

during a city centre mass evacuation 

    Motorway signage on the ‘Birmingham Box’ motorway complex warned 
drivers to stay out of the city centre.  

http://www.foresightsolutions.net
mailto:david@foresightsolutions.net
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tal health issues that you will find in all city 
centres. In Edgbaston Street, an individual 
was proclaiming loudly that he was going to 
blow himself up.  
  It must be remembered that with incidents 
like the above, it takes time to establish if it 
is a false alarm. But with the events begin-
ning to mount up, plus the continued intelli-
gence of a ‘credible threat’ still out there, 
by 19.00 the Chief Constable called it, and 
Birmingham city centre was to be shut 
down on a Saturday night. As the subse-
quent West Midlands Police report stated, 
this “…enabled police to effectively take 
control of the location and potential terror-
ist targets, whilst control was sought of 
offenders. “ The cordon was extended to 
the inner ring road which encircles the city 
centre.  
   

I 
 was at home, preparing the evening 
meal. At the time I was Lead Senior 
Information Officer for resilience at the 
Government News Network, part of 

the Cabinet Office. It had been a hectic time 
since 7/7, cascading the Top Line Briefs 
from COBR to the regional resilience com-
munity, and closely monitoring and re-
sponding to media and community reac-
tion. I was not on duty call, and as such on a 
Saturday night was taking a break from it 
all, totally oblivious to the drama breaking 
out on my doorstep. So this ‘expert on crisis 
communications’ only found out what was 
going on after getting a call from BBC corre-
spondent Liz Cave who was on a job in 
France. She was trying to find out what was 
going on in Birmingham. Somewhat embar-
rassed, I contacted the Regional Resilience 
team and was told to get into Gold immedi-
ately. Unfortunately I am one of those ‘one 
for the pot, and one for me’ type of cooks, 
so was just over the limit. I had to take a 
taxi – the taxi driver solemnly explained 
that they had been instructed at 19.30 not 

to enter the city centre. I 
showed him my Warrant 
Pass and explained we 
had permission, and he 
was very excited to be 
the only car speeding up 
the Aston Expressway as 
everyone else was pour-
ing out in the opposite 
direction.  
  There is an important 
point here, if you want to 
get past a police cordon. 
Never forget your Pass, 
but more importantly 
contact the Duty Ser-
geant at Gold to explain 
who you are and why you 
have been called in. At 
the cordon you can then 
tell the officer on duty to 
contact the Gold Duty 
Sergeant who will verify 
who you are and give 
permission for you to be let past. Indeed, 
some members of Birmingham City Council 
who had been called in to assist could not 
get past the cordons either through for-
gotten Passes or not informing the Duty 
Sergeant.  
  On arrival, the Chief Constable had decid-
ed that once evacuated no more searches 
would take place until after 3.15 am the 
next day. It was felt that if a device was to 
go off, it was likely to happen before then, 
to cause maximum casualties in what would 
have been teeming night clubs and bars. He 
was quite rightly not going to put officers at 
risk for the sake of property. So we settled 
down for a long night.  
   

L 
eaving the counter-terrorism opera-
tion aside, what sort of issues arose 
in trying to evacuate a city centre on 
a Saturday night?  

  Firstly it was to evacu-
ate all the clubs and 
bars of Saturday night 
drinkers. While Broad 
Street can get a rowdy 
place, the close prox-
imity of 7/7 made the 
public aware that this 
was serious and gener-
ally there was willing 
co-operation. It should 
not be forgotten either 
that until 7/7, the 
worst terrorist atrocity 
in England had been 
the Birmingham pub 
bombings of 1974, 

which is still seared in the city’s collective 
consciousness.  
  One major headache though was one club 
in Broad Street full of 2,700 youth aged 
between 14 – 20. These alcohol free, early 
evening events are popular with Asian 
youth, and Muslims in particular, wishing to 
have a good time without upsetting their 
parents. But given their age, many were 
reliant on ‘daddy’s taxis’ to get home, so 
arrangements were made for pick up points 
outside the cordon, and West Midlands 
Travel buses provided the transport to it.  
  Hotels were a problem too. Around 2,000 
guests from evacuated hotels were accom-
modated in a rest centre just outside the 
cordon at Aston University, set up by Bir-
mingham City Council. But each individual 
has issues that need to be dealt with – 
here’s a selection from that night: 
A man whose diabetic medicine was in 
his car now inside the cordon area and un-
accessible.  
International visitors wanting to get to 
early morning flights but now can’t retrieve 
their luggage.  
Pilots and flight crew needing to get to 
Birmingham airport for 4.40am, otherwise 
flights will be delayed.  
A wedding reception in full swing – to 
the delight of the media the party was  
taken to the edge of the cordon and  
continued in the street. 
  More worrying was Birmingham Children’s 
Hospital, which was inside the cordon. 
Many of the young patients were in inten-
sive care, and it would be more dangerous 
to evacuate them than leave them in the  
 

 Pick up points were arranged for ‘daddy’s taxis’ 
while the BBC faced problems at their studios in the 
Mailbox (below) 
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hospital. As intelligence did not indicate the 
hospital as a possible target, and equally as 
the hospital had a well-rehearsed emergen-
cy plan, patients were instead moved fur-
ther into the interior of the hospital, away 
from windows and doors, and security in-
creased.  
  Indeed, there will still be routine calls for 
the emergency services inside an evacuated 
area. At 19.45 West Midlands Fire Service 
wanted to know if they should respond to 
an automated fire alarm at the UCG cinema 
complex inside the cordon. West Midlands 
Ambulance Service meanwhile at 21.40 got 
into a row with a police officer who would-
n’t let them pass through the cordon while 
carrying three patients with spinal injuries.  
   

B 
irmingham  of course is a major 
transport hub for both rail, coach-
es and motorways. The then new 
automated signage on the motor-

way network was quickly put to good use, 
warning drivers that the city centre was 
closed. Birmingham New Street meanwhile 
has the greatest number of train move-
ments in the country. It was now shut and 
trains diverted to Wolverhampton – Wol-
verhampton were told to expect 500 con-
fused and angry passengers at short notice. 
Relief was provided once again by West 
Midlands Travel buses, but one issue was 
dealing with worried and angry ‘daddy’s 
taxis’ meant to be picking up their sons and 
daughters up from New Street. Coaches for 
Digbeth Coach Station were parked up 
along a nearby road, which too caused 
more traffic problems.  
   

B 
ut if everyone was having prob-
lems, the media were having a 
nightmare. It soon became evident 
that they had no business continu-

ity plans. The main problem was for the 
BBC, as most national radio programmes 
ran through the BBC Mailbox complex at the 
weekends, and now the Mailbox was evacu-
ated.   
  Central TV meanwhile, also evacuated, 
were most put out that they were unable to 
retrieve their much needed satellite truck. 
Media tempers were not helped any further 
by the decision of West Midlands Police to 
continue Gold Command at their HQ, Lloyd 
House, which was just inside the cordon, 
rather than transfer to their back up main 
base at Tally Ho, outside the cordon. The 
press briefings were also held at Lloyd 
House, with many journalists having trouble 
getting through the cordons to attend them.  
  That aside, the West Midlands Police press 
team were very well organised. There were 
only five press officers now having to deal 

with the media avalanche. It was the top 
story nationally and internationally and the 
media calls were coming in thick and fast.    
  But the West Midlands Police had devel-
oped a good system of utilising front line 
reception staff. They had been trained for 
such events, to move to the press office, 
and be the first to take all calls from the 
media. They had a central script provided by 
the press office to respond with, and any 
queries that could not be answered were 
then passed on to the Press Officers – it’s a 
simple method but is effective in filtering 
the media calls to stop the Press Officers 
getting swamped.  
  In addition, the reason I was there was to 
be the Media Liaison Officer for COBR and 
Whitehall de-
partments 
generally, as 
well as No 10: 
again, this 
saved the 
frontline Press 
Officers being 
inundated with 
the perpetual 
requests for 
information 
from Whitehall, 
letting them 
get on with the 
task at hand.  
  After 3.15am, 
the searches 
were carried 
out, while 
there had been 

arrests during the night. At 6am it was de-
clared Birmingham was back to normal.  
  Subsequently, I organised a rather bruising 
debrief for the Regional Media Emergency 
Forum where the media and the emergency 
services could thrash out all the problems 
that occurred that long night. As a conse-
quence, the BBC in particular instigated 
comprehensive business continuity plans 
throughout their organisation, to make sure 
they were never caught out again.  

Bob Wade is a member  of the National Steer ing  

Committee for Warning and Informing the Public 

 
The city centre returned to 
normal at 6am the next day. The 
media meanwhile learnt the value 
of business continuity 
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T 
his year’s conference will hold a 
major examination of the re-
quirements and work-based 
consequences of the new UK 

National Security Strategy 2015-20. 
  The national conference will see 
leading figures from the resilience 
sector in the fields of Counter-
terrorism and Natural Hazards. The 
speakers and delegates will examine 
the six pillars of the new National 
Security Risk Assessment, in particular 
focusing on Cyber-attacks, Public 
Health and Major Natural Hazards, as 
well as exploring the latest develop-
ments aimed at enhancing  
crowd safety.  
  Not just a  strategic overview, the 
conference will include practical case 
studies with the objective of educating 
delegates on forthcoming Govern-
ment policies and existing and pro-
posed legislation. Such sessions will 
include: 
Presentation from the UK Senior 
National Co-ordinator for Counter 
Terrorism, including the impact of 
cyber-attacks.  
Belwin past and present – how to 
access funding, looking at experiences 
from 2014 through to the current 
floods. 
Lessons identified from  
the current winter  
floods. 
The  
impact  
of  
Devolution, Localism  
and  
Community  
Resilience  
on the resilience sector 
The consequences for  
crowd safety arising from the  
review of the Green Guide and  
the Hillsborough Inquest.  
  The conference will provide many 
benefits to all levels of public, private 
and voluntary sector practitioners. 
Delegates will come away with  
increased levels of knowledge,  

competencies and collaborative skills.  
 
The Government’s National Security 
Strategy 2015-20 is based around the 
three core values of: 
- Protect our people 
- Protect our global influence 
- Promote our prosperity 
 
This event draws the various threads 
together under one roof, giving dele-
gates not just the big picture but also 
practical advice on how it can be im-
plemented and giving an insight into 
potential future developments. 
  As ever, EPS members can attend the 
day before, for the AGM followed by 
the gala dinner and Annual Resilience 
Awards.  

A summit on the National  
Security Strategy  

EPS AGM &  
Conference 
28 - 29 June 

SWALEC  
Stadium, Cardiff 

Delegate Price Structure 
 
Date   Event   EPS Member  Public Rate 
      Rate 
28/29 June Awards Dinner &   £145   £195 
  Conference        
29 June Conference only  £120   £160 
 
28 June Awards Dinner only  £40   £50 

 

 

POSTER 
Overleaf, the centre page spread 
can be pulled out and used as a 

poster. 
  Put it on your work’s Notice 

Board and the spread the word! 

BOOK NOW! Contact: 

Info@the-eps.org 
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Hotel discount rates for 
Conference delegates 
 
Special rates have been negotiated for Hotels with agreed preferential 
rates for EPS members in Cardiff for the night of Tuesday 28th June 2016: 
 
 
 
 

The Angel Hotel, Cardiff  
£65 Bed and Breakfast, Double for single occupancy- 
attendees to book directly with the hotel and pay  
own account. 
 
 
 

 
The Holiday Inn, Cardiff City Centre 
£85.00 Bed & Breakfast 
 
 
 
 
 

 
The Clayton Hotel, Cardiff  
Delegates can make reservations 
direct with the hotel only to obtain 
these rates as follows: 
 
QUOTE DATE OF EVENT/ SWALEC 
STADIUM 
Call Reservation team:  02920 
668866 24/7 hrs 
 
Email: 
res.cardiff@claytonhotels.com 
www.claytonhotelcardiff.com for 
their reference only 
 
 
 
 
Delegates will be asked for credit or 
debit card details to reserve the 
booking.  All bookings are subject to 
availability at the time of booking. 

 

  

Speakers 

signed up to 

address  

conference 
 
The following speakers have con-
firmed to address conference: 
 
Detective Chief Superintendent 
Scott Wilson, Metropolitan Police 
Service 
Counter-Terrorism  
 
Heather Shepherd 
Flood Community and Recovery 
Support Specialist, National Flood 
Forum 
 
Gary Hall 
Chief Executive and Leader, Chorley 
Council 
Flooding – a chief executive’s  
perspective 
 
A speaker from Natural Resources 
Wales – speaker name awaited 
 
Sue Storey 
Inspector, Sports Ground Safety 
Authority 
Sports grounds managing the terror-
ism threat 
 
Cyber Security – waiting for  
confirmation from speaker 
 
Alessia Morriss 
Head of Natural Hazards Policy 
Team, Resilience Division, Scottish 
Government 
Speaking on the Scottish National 
Centre for Resilience and develop-
ing resilience policy in Scotland 
 
 

 

The EPS is currently looking for Sponsors for the event as well as the Annual Resilience Awards. If 

you have any contacts that are interested, show them the details outlined on page 30 

mailto:res.cardiff@claytonhotels.com
http://www.claytonhotelcardiff.com
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N 
uclear geography is an in-
credibly diverse field of re-
search which includes polar-
izing topics such as radiation 

protection, gender and nuclear dis-
armament, and demographic work on 
both nuclear test veterans and radiation 
emergency survivors. Population stud-
ies is at the heart of this work, and 
there is an underlying thread of com-
monality for the diverse array of aca-
demics who explore these 
contentious issues.  
  EPS member Becky  
Alexis-Martin is  
amongst those  
taking part in a new  
Population  
Geography  
Research Group  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
sponsored session for the Royal Geo-
graphical Society- Institute of British 
Geographers (RGS-IBG) Annual Confer-
ence 2016, called "Nuclear Geogra-
phies: Splitting the Atom". This session 
will consist of short talks, which will be 
followed by an extensive audience and  
participant discussion.  
  The landscape of nuclear geography is 
currently undergoing dramatic interna-
tional changes, and the role of the  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
geographer has grown in significance, 
as human geography and ionizing  radi-
ation collide. For example, geographers 
and social scientists  have a critical role 
to play in understanding the human 
consequences and impacts of the UK's 
impending nuclear energy renaissance.  
  The spatial, social and cultural implica-
tions of nuclear disarmament have not 
been subject to such scrutiny since the 
end of the Cold War.  
  The proliferation nuclear weapons is 
ongoing, and the consequences of 
North Korea’s experimentation with H-
bomb technology are currently geo-
graphically unexplored. Perceptions of 
risk are evolving, and estimation meth-
ods for spatiotemporal constraints and 
impacts to populations are becoming 
more sophisticated. 
  Currently, there are limited opportuni-
ties for geographers, social scientists 
and population scientists to unite, share 
their work and engage in open discus-
sion.  
  This session will enable an essential 
critical examination of relevant themes 
within nuclear geography. This session 
will hopefully create a new and  

Nuclear geography 
- new research 
group being formed  

supportive academic community 
with shared research interests per-
taining to nuclear geography, includ-
ing population studies, radiation 
protection, emergency manage-
ment, energy generation, defence, 
gender, society and culture. 

 

Royal Geographical Society - Institute of 
British Geographers Annual Conference 

2016 

‘Nuclear Geographies:  
Splitting the Atom’ 

30 August - 2 September 
  

 
For further details contact  
Becky  Alexis-Martin on: 

 
Becky.martin@soton.ac.uk 

‘The spatial, social 

and cultural  

implications of 

nuclear  

disarmament have 

not been subject 

to such scrutiny 

since the end of 

the Cold War’  
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M 
otorway collision, diverted 
traffic, overturned tanker, 
potential gas leak ……. What 
more could you ask for in a 

table top exercise? 
  Somerset Local Authorities Civil Contingen-
cies Partnership meticulously planned a 
chlorine tanker leak in the middle of a busy 
road junction to test their new Bridgwater 
Evacuation Plan. The ambitious planning 
team also aimed to test their newly revised 
Animal Welfare plan with livestock, horses 
and pet animals caught up in the emergen-
cy.  
  Several months of planning involving Public 
Health  and NHS England, Sedgemoor Dis-
trict Council Highways England, Devon and 
Somerset Fire and Rescue, Avon and Somer-
set Constabulary, the Environment Agency, 
and many more organisations who were as 
part of the exercise  all keen to test their 
own business continuity and evacuation 
plans.  The importance of the exercise was 
highlighted by the Mayor of Bridgwater Mr 
Leigh Redman opening the event and re-
minding everyone how this could affect the 
town if an emergency evacuation  
was needed.  
  Changing the tried and tested model of 
multi-agency tables, it was decided from the 
outset that single agency tables would be 
used with an extra table set aside for JESIP 
meetings to try and mimic real life situa-

tions.  Lessons learnt from our previous 
exercises highlighted that communication 
was key and this was again highlighted 
with a large amount of mingling among 
tables evident. This was built upon with a 
table of experts containing representa-
tives from all organisations present who 
again were encouraged to circulate and 
assist if required.  
  Added to this the customary injects were 
given at set intervals in the day with scenar-
io details again highlighted by mock digital  
twitter feeds, 999 calls and news reports 
which brought the scenario in line with real 
life situations in today’s society. 
  However,  above all the biggest hit of the 
day was the Tactical Co-ordination Group 
(TCG) which came as a surprise to many 
involved with few realising they would be-
come their agency’s lead at the table. This 
tested their preparedness and actions and 
enabled the education of many organisa-
tions and agencies watching, many of whom 
had never witnessed a TCG in action before.  
  The rapid flow of the day culminated with 
some extremely useful feedback to help 
develop the plan further with many individ-
uals claiming they had learnt some principle 
points about their own and other organisa-
tions response. 
  Twenty different agencies were involved 
on the day including many voluntary agen-
cies. In all nearly 100 people attended on 

the day.  
  Overall the Somerset Local Authorities Civil 
Contingencies Unit count the day as a huge 
success with the outcomes already being 
written into our new and updated plans. 
“This exercise illustrated the benefit of 
working with a multi-agency exercise plan-
ning team.    
  They were able to test their individual 
agencies through challenging injects whilst 
contributing to the overall awareness for all 
the organisations involved.  This ensured a 
realistic and challenging exercise with lots of 
learning for everyone involved” said Barbara 
Sharratt Senior Civil Contingencies Officer 
and leader of the exercise planning team. 

S 
ARCOMM is a small flexible respon-
sive not for profit organization 
providing a growing secure digital 
network to allow Volunteer organi-

zations and Local Authorities access to a 
growing network of interlinked repeaters.    
  This gives an opportunity for the smaller 
less well funded groups to move away from 
CB, or hand me down PMR equipment, and 
gain access to reasonably priced modern 
equipment which puts them in compliance 
with the security of speech needed to com-
ply with the terms within contracts being 
offered by NHS and others.  
  Communication between groups searching 
for or perusing someone is not new. The 
Police for instance have used rattles, whis-
tles, telephones and radios. Today with the 
perceived need to share more data they use 
mini computers in the form of Tablets. 
Sophisticated systems are good for use in 
urban areas where strong coverage is availa-
ble, but as seen with the TETRA system that 

is in the process of being replaced by a 4G 
based system, coverage drops away when in 
rural areas unless local repeaters are  
plentiful. 
  Volunteer services are being called upon 
more and more to fill the gap left by the 
contraction of the established blue light 
service. While this is not a new phenome-
non, since the Royal Lifeboat Institution, 
other organizations have started to offer 
their services while depending on charitable 
status and funded by donations such as the 
Red Cross, St Johns, and Air Ambulance. 
These are all large organizations with man-
agement structures in place to gain and 
service their funding. 
  Recently, as 4x4 capability available to Blue 
Light Services has dropped away due to 
cost, a growing dependence has fallen upon 
the Volunteer Search and Rescue, and 4x4 
groups. These are much smaller groups are 
also dependent on funds derived from 
grants or in the main “bucket rattling” re-

ceiving work under contract from the NHS, 
DEFRA, and Local Authorities, but have had 
restricted and sometimes unworkable ac-
cess to communication equipment used by 
the established services, explained by the 
need to protect the sensitive nature of in-
formation carried on that network.  
  Groups using the Sarcomm network in-
clude West Midlands Search and Rescue, 
and the Midland Rover Owners Club. Groups 
have interoperability with all others over a 
wide area assisting mutual aid scenarios. 
  All Sarcomm repeater sites (where practi-
cal) are linked by dedicated microwave links 
which are backed up by renewable power 
sources to complement the actual repeaters 
allowing continuity of signal when the con-
ventional grid drops away. This makes it 
ideal for Local Authority local, and out of 
County communications as part of  
Emergency Planning.  
To find out more go to : 
www.sarcomm.co.uk 

SARCOMM - time for joined up thinking 

Exercise Emerald - seeing Tactical 
Co-ordination Groups work 

 
Chris Manuel 

Civil Contingencies Officer 
Somerset Local Authorities’  

Civil Contingencies Partnership 
CManuel@somerset.gov.uk 
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W 
hen considering whether 
Breivik could have been 
stopped before com-
mitting his atrocities, we 

are immediately met with a fundamental 
problem being experienced both in the 
US and in Europe; that is, that so called 
‘lone wolf’ attacks are exceptionally diffi-
cult to prevent.    
  Breivik himself in his compendium 
“2083: A European Declaration of Inde-
pendence” makes the point that whilst 
the State has vastly superior resources at 
its disposal it is vulnerable to ‘lone mar-
tyr’ attacks.  
  President Obama has said that “the big-
gest concern we have right now … is the 
lone wolf terrorist, somebody with a sin-
gle weapon being able to carry out wide 
scale massacres”.  
  He was referring directly to the Norway 
attacks. Unlike terrorist groups, lone ac-
tors are not vulnerable to infiltration by 
the security services, there are seldom 
any informants to turn, precious little 
communication to be intercepted and no 
internal bureaucracy, squabbling or divi-
sions to hamper operations.  
  Despite their limited resources they can 
mount extremely destructive attacks and 
their planning is difficult to detect. When 
operating in complete isolation and fol-
lowing tight security measures, lone 
wolves mostly come to light only after an 
attack has occurred. It is clearly difficult 
to identify individuals who are intending 
to commit a terrorist act as opposed to 
those who simply spout radical beliefs 
but do not translate this into violent ac-
tion.  
  Furthermore, lone actor terrorists are 
often idiosyncratic but unremarkable 
individuals who give little away that 
might be seized upon by the security ser-
vices as potential warning signs and are 
mostly embedded in the targeted society 
and capable of self-activation at any time.  
  All of these difficulties notwithstanding, 
the 22 July Commission Report ordered 
by Norway’s government after the attacks 
found that preventive measures were in 
fact possible but not acted upon.  
  The report was in fact exceedingly criti-
cal in many aspects. The report held that 
the attacks might have been prevented if  
 
(continued on page 28) 

O 
n 22 July 2011 Norwegian born 
Anders Behring Breivik, a 33 year 
old right wing Christian extrem-
ist killed 77 people in Norway in 

a car bomb explosion and a lone shooting 
spree on the same day, but in two separate 
locations. Eight people were killed in the car 
bomb explosion and a further 69 died of 
gunshot wounds later in the day. Breivik 
had no military background or training but 
claimed to have ‘practised’ for the 
shootings on ‘Call of Duty’ computer games.  
  This is recorded as the deadliest attack on 
the population in Norway since World War 
Two. Firstly, the car bomb, which contained 
a fertiliser bomb of over 2,000 lbs detonat-
ed in Oslo at just before 15.30 outside of 
the Prime Minister’s government offices. 
Dozens of people were injured in addition 
to those killed. Whilst the emergency ser-
vices attended to the casualties and the 
police were busy setting up cordons, Breivik 
was already making his way to a small island 
called Utoya about 25 miles northwest of 
Oslo where a youth camp was being held 
for the Norwegian Labour Party.  
  Dressed as a policeman and armed with an 

automatic rifle and a handgun he took the 
ferry out to the island and, landing there at 
about 17.30 and began shooting at adults 
and children alike. At 18.00 and again at 
18.30 he rung Norway’s equivalent of 999 
and offered to give himself up. When the 
police arrived he surrendered without a 
fight, by which time he had killed 67 people 
and wounded 33 more. Two later died in 
hospital. In court, Breivik, blamed “Europe's 
left-wing parties for destroying the conti-
nent's Christian heritage by allowing mass 
immigration of Muslims” and said he was 
“outraged at the softening of European 
culture as an example of how ‘cultural 
Marxists’ have infiltrated Norwegian 
schools”. Breivik was sentenced to 21 years 
in prison, the maximum allowed under Nor-
wegian law. 
  Police in Norway had changed their tactics 
in responding to a terrorist attack after the 
World Trade Centre attacks in New York. 
Police had been trained for several years to 
immediately engage a terrorist threat be-
fore waiting for more specialist tactical 
teams to arrive. There is a ‘multi-agency 
focus’ where training drills (based on the 

The  difficulties 
in prevention Fighting the 

‘lone wolf’ 

Chris Hoad, in the last in the ser ies, looks at the atrocity in Utøya  
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London 7/7 bomb attacks) involve the police, fire and ambulance 
services. Be that as it may, the 22 July Report has been scathing 
about numerous police failures during the initial response to the 
incident. Following the bomb explosion in Oslo, the police arrived 
swiftly followed shortly after by the ambulance service. However, 
the fire service and emergency medical personnel did not go imme-
diately to the building because erroneous information had been 
received that there was another bomb in the building.  

 
 
 
 
 
 
 

W 
hen the building was eventually cleared, no such 
devices were found. Furthermore, the incident coin-
cided with a holiday and so at a time when many 
emergency personnel were on leave, including a third 

of the police resource. Whilst dealing with the bomb incident, calls 
started coming in at 17.25 regarding the shootings at Utoya.  
  Very typical of such crises, incoming information was unreliable 
and the police were led to believe that there were multiple assail-
ants on the island. The telephone system then failed so information 
could not be verified.  
  Anders Snortheimsmoen, commander of the police ‘Delta Force’ 
team said “It was total chaos”. Delta Force could not secure a heli-
copter to get to the island as they only had one and the pilot was 
not available. They had to go by road instead and got stuck in traffic.  
  There were further complications when meeting points and com-
mand matters were not communicated properly. When attempting 
to then take a boat out to the island the engine shortly failed and 
the officers had to be rescued and then taken to the island by civil-
ian crafts.  
  Even when they arrived on the island, they went to the north side 
and then had to make their way south on hearing gunshots. It was 
then that Breivik surrendered without further ado.  
  The 22 July Commission also pointed out that although it was clear 
after the bomb attack that a terrorist attack was underway, there 
was no immediate nationwide alert, no roadblocks were established, 
no helicopters were airborne and offers of assistance from neigh-
bouring police districts were not taken up. The armed forces had no 
stand-by units with which to assist the police. The police operation 
centre itself became completely overloaded.  
  Apparently, information on Breivik’s escape car including license 
plate became known following a detailed tip off from a member of 
the public, but not followed up as he set off on the 45 minute jour-

ney to Utoya. The report went on to criticise severe co-ordination 
and communication problems between different agencies during the 
crisis. An interesting point is that although Norway has specialized 
‘Delta’ units that are able to ‘neutralize’ individuals in such opera-
tions, police officers do not routinely carry weapons even though 
they can have one, particularly in patrol cars.  
  The sum of all this is that doubts were raised by the Commission as 
to whether the responsible authorities were at all prepared and 
adequately equipped. In the aftermath, police were criticised for 
bungling their attempt to rescue victims and for not acting fast 
enough.  
  The media called the 22 July Commission Report a ‘withering indict-
ment of police failure’. Such was the general castigation of police 
tactics that the Norway Police Chief resigned three days after the 
report was produced stating that “confidence of the justice ministry 
is of course decisive for me to remain in my job”.  
  The Norwegian intelligence services were also criticised for not 
tracking Breivik down once it became known that he was procuring 
bomb making materials. 
  Many security experts had warned that a terrorist attack against 
the government buildings in Oslo was a plausible scenario, but no-
body had conceived of anything like the Utoya massacre.  
  To be prepared for unthinkable disasters is a demanding issue and 
it would not be unfair to suggest that Norway’s police and security 
agencies were caught somewhat ‘on the hop’ when Breivik ‘self-
activated’.  

 
 
 
 
 
 
 

I 
n the aftermath of the attacks and following the publication of 
the 22 July Report the Norwegian PM pledged greater security 
through more visible policing, better emergency service organi-
sation, exercises and training and crucially from the lessons 

learned, the right equipment in the hands of the first responders. 
The report had specifically criticised ‘well known problems’ within 
the disciplines of crisis management and homeland security and a 
very pointed criticism was made regarding coordination between 
the different emergency service units and the effective working of 
emergency communications during the incident.  
  These are clearly important lessons to learn but a fundamental 
tenet of disaster management is that when an incident happens and 
starts to unfold, it is too late to learn from experience and start  
developing new tactics. It is interesting to note that as discussed 

 The difficulties in  
prevention (continued) 

 
already established security procedures 
had been adopted. Government buildings 
in the centre of Oslo were not adequately 
protected due to what it describes as 
‘bureaucratic failings’ between different 
departments. Apparently, seven years 
earlier there were recommendations that 
the street opposite the government build-
ings should be closed to traffic. The report  

also criticised numerous failings in police 
operations which might have prevented 
further attacks during the ‘acute phase’. 
More critically however, the report argues 
that the attacks might have been prevent-
ed altogether had the Norwegian Police 
detected Breivik’s activities and intercept-
ed him beforehand. Allegedly he could 
have been stopped seven months prior to 
the attacks when Norway’s intelligence 
service received a tip off from Customs 
officers regarding purchases of potential 
bomb making chemicals from Poland. This 

failure meant that Breivik was never put 
on any ‘watch list’. Such a move might 
have alerted the authorities to the fact 
that Breivik was acquiring assault rifles 
and spending time on extremist right wing 
websites. The commission was accordingly 
critical of ‘inadequate weapons control’ in 
the country. Some commentators also 
claim that no one was really addressing 
the fears some native Norwegians have 
about the Islamic newcomers “swamping” 
their homeland. 
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earlier, Norway’s multi-agency training exercises were modelled on 
the London bombings. Lone wolves however use guns 70% of the 
time as firearms are easier to get hold of than bomb making materi-
als in some countries, and certainly much easier to use effectively. In 
which case, perhaps the Norwegian police should have modelled 
their training more on crises such as the Hungerford (1987), Dun-
blane (1996) and Cumbria (2010) massacres.  
  The scenario of an armed perpetrator on scene preventing access 
to victims is a relatively common problem in so called 'spree killing' 
incidents.  

   
 
 
 
 
 
 

T 
his is also a point worth commenting on, since the emer-
gency medical services are also very much part of the pic-
ture as well as the police. A report published in 2012  in-
forms us that Norway has well-developed medical crisis 

plans at the national, regional and hospital level and that these 
plans were activated ‘extremely promptly’ following the car bomb 
explosion, even though it was not clear initially what had happened.  
  The report goes on to say that emergency care provided at the 
University Hospital at Ullevål was ‘from the very start organised in 
an efficient way’. Hospitals local to Utoya Island at Ringerike, Bærum 
and Drammen all activated their disaster plans when they were 
alerted to the shooting spree on the island.  
  Ringerike hospital alone admitted 35 casualties, many with life 
threatening injuries. Of all those cared for by the hospitals, only one 
person died says the report (though this is at odds with other re-
ports that claimed two died in hospital). Nonetheless the report is 
right to ask the question as to whether more people could have 
been saved if emergency medical teams had reached them quicker. 
The answer appears to be not. Those that died of gunshot wounds 
died seconds or only minutes after being shot. 
  Though the Emergency Medical Services appeared to have fared 
somewhat better than the police in various commentaries following 
a ‘mop up’ of events, the Norwegian EMS did not escape entirely 
without the need for focussing on ‘lessons learned’. Air ambulance 
doctor and researcher Stephen Sollid said after the event “Norway 
lacks a joint system for triage when a major accident or crisis situa-
tion occurs”.  
  He goes on to say “the lack of a common evaluation and prioritising 
system for patients could have serious consequences”.  

   
 
 
 
 
 
 

N 
onetheless, a report co-authored by Sollid states that 
even though Norway lacked a standard triage system, the 
emergency medical teams arriving at the scene of the 
bombing and at Utøya Island managed the situation so 

well that there were ‘no significant negative consequences’ in the 
treatment of patients. They attribute this to doctors and other 
health personnel who were very experienced in handling severely 
injured patients at the casualty clearing stations.  
  Providing good care without perfect communication should be the 

aim of all EMS systems. Ample access to emergency transport also 
enabled the speedy dispatch of patients to hospitals.  Sixty air am-
bulance flight movements were recorded following the shootings, 
demonstrating the importance of air ambulances at this type of 
incident.  
  The report does point out that security and geographical problems 
caused a delay in treatment and also that there were communica-
tions problems because although a digital emergency network func-
tions in Oslo, there is not one near Utoya Island. Air ambulances also 
experienced some difficulties with the amount of air traffic to and 
from the site without any form of control over it and also different 
communication frequencies between air ambulances, Defence 
search and rescue choppers and civil press flight craft.  
  These would normally tune into an agreed civil emergency fre-
quency to enable cross communication but this took a while to hap-
pen. 
  When making an assessment of the response to the Norway 2011 
massacre there are two questions that have been asked separately: 
Could the attacks have been prevented and if not, could they have 
been responded to more effectively. The answer appears in both 
cases to be yes, but it’s all too easy to be an armchair second-
guesser after such events.  
  Decision makers in these situations are usually confronted with 
difficult dilemmas about extraordinary situations of severe threat, 
high levels of uncertainty and precious little time to come up with 
the right answers. 
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U 
rban terrorism is not new, or 
even the ‘new normal’. Previous 
waves of terrorist activity, such 
as decades-long campaigns by 

the Irish Republican Army (IRA) in London 
and Euskadi Ta Askatasuna (ETA) in Madrid, 
consistently targeted capital cities. The 
most lethal terrorist attacks in history on 11 
September 2001 symbolically targeted the 
financial and political centres of the US. 
Baghdad, Cairo, Islamabad, Mumbai, Bue-
nos Aires, Beirut, Jerusalem, Paris, Jakarta, 
Los Angeles, Nairobi: regrettably few major 
urban areas are unfamiliar with major ter-
rorist attacks. 

   
 
 
 
 
 
 
 
 
 
 
 
 

Terrorist groups target cities 
because they are centres of 
political power and popula-
tion. (Also, leftist terrorism 
associated with agrarian 
peasant insurgencies has 
largely subsided outside of 
South Asia.) In cities, more 
people are directly or indi-
rectly exposed to individual 
terrorist acts, and the con-

centration of interest ensures publicity and 
attention. Urban systems such as mass 
transit also rapidly transmit the disruptive 
effects of terrorism citywide. Put another 
way, population density and urban com-
plexity multiply the desired physical, psy-
chological and strategic impacts of terror-
ism. The attractiveness of cities to terrorists 
will only increase: since 2007, more people 
live in urban than rural areas for the first 
time in human history; by 2050, the esti-
mate is that 75% of global population will 
be urban.  
  The speed of urbanisation over the last 
few decades, especially in emerging and 
developing countries, has also shaped the 
threat environment. Rapid, often un-
planned city growth leaves glaring gaps in 
public service provision, including law en-
forcement. Concurrently, it has aggravated 
social divisions by thrusting disparate eth-
nic, religious, linguistic and economic 
groups into often uncomfortable proximity. 
Terrorist groups strive to take advantage of 
gaps – for example, by cultivating safe ha-
vens and staging grounds in the anonymous 
urban sprawl – and exploit social divisions 

to radicalise sympathisers. 
 
Threat environment 
Urban terrorism is certainly evolving. Post-
9/11 obstacles to al-Qaida’s preferred strat-
egy of symbolic ‘spectacular’ attacks in top 
tier Western cities devolved much responsi-
bility to homegrown, lone wolf extremists 
by the late 2000s. Al-Qaida propagandists 
have long incited sympathisers to strike 
local, familiar targets using any available 
means.  As a result, the terrorism threat 
environment became less severe, but also 
much less predictable: plots and attacks 
spread to secondary cities like Exeter (UK), 
Little Rock, Springfield, and Portland (all 
US), Toulouse and Nantes (France), and 
Victoria (Canada).  
   In Western countries, increase surveil-
lance and strict controls on explosives also 
shifted tactics away from complex, large-
scale vehicle bomb attacks against hard 
targets towards so-called marauding terror-
ist firearm attacks (MTFAs) in public spaces. 
Both al-Qaida- and Islamic State (IS)-
affiliated terrorist groups embrace the tac-
tic: firearms are cheap and widely available, 
and uncertainty around the movements, 
size and capabilities of mobile teams of 
gunmen can effectively paralyse a city dur-
ing an attack. Indeed, disrupting the normal 
life of a city – and by extension a society – 
by forcing an indefinite security lockdown is 
likely to be part of the point of such attacks.  
  Urban attacks are often even more effec-
tive in emerging and developing countries, 
where law enforcement capabilities are 
usually under-developed and under-

Combatting  
urban  

terrorism 
 
Cities are likely to increase in attractiveness as terrorist targets 
as a result of steady expansion and changing terrorist strategies. 
 
Current terrorist strategy revolves around mass-casualty 
attacks in public spaces, seeking to maximise casualties, disruption 
and publicity. 
 
Cities are complex but inherently resilient enterprises, which 
will continue to be enhanced by steady innovation in counter-
terrorism design and law enforcement response. 

 

‘By 2050, 75 per  

cent of the global  

population will  

be urban’ 
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resourced. Most Western and some devel-
oping country civilian law enforcement 
agencies responded to earlier waves of 
terrorism (or social unrest) by developing 
units specialising in intelligence collection, 
hostage rescue, and building assault. Similar 
capabilities in most emerging and develop-
ing country police forces are non-existent or 
very limited, forcing them to rely on slower 
and blunter military intervention. The Sep-
tember 2013 assault on Nairobi’s Westgate 
shopping mall highlighted gaps – wide-
spread globally – between the terrorist and 
security force capabilities.  
 
Response 
Cities continue to develop ways to deter, 
prevent and mitigate terrorist attacks. The 
City of London instituted its famous ‘ring of 
steel’, the US Department of Homeland 
Security (DHS) disbursed risk-adjusted ur-
ban security funding after 9/11, and compa-
nies worldwide incorporated building de-
sign features and security procedures in-
tended to thwart common attack scenarios. 
Many of these innovations are now stand-
ard urban planning practice, especially in 
the construction sector, and threat mitiga-

tion is becoming more effective and less 
obtrusive. 
  Recent efforts, in both the public and pri-
vate sectors, revolve around ‘big data’ anal-
ysis of social media and other communica-
tions activity. The unpredictability inherent 
in soft target attacks – and the potential 
lethality of firearm assaults – puts a premi-
um on threat identification and early warn-
ing. Many major attacks since 2014 have 
been cases of failing to connect intelligence 
dots, rather than failing to develop intelli-
gence in the first place. 
  Law enforcement agencies are also work-
ing to overcome jurisdictional and organisa-
tional structures that inhibit rapid response. 
So-called ‘fusion centres’, which cut across 
agency, jurisdictional and political bounda-
ries, are a primary response: such structures 
became widespread in the US after 9/11, 
and are currently under development in 
Europe. The West is deeply involved in sup-
porting such structures internationally, 
particularly in sub-Saharan Africa. 
 
Conclusion 
The future is undeniably urban. This ensures 
that cities will also dominate the future 

terrorism threat environment. While cities 
are inherently – and impressively – resilient, 
even in the face of devastating attacks, they 
are also complex and vulnerable to disrup-
tion. The challenge for cities – meaning 
municipal officials, law enforcement, pri-
vate organisations and urban residents – is 
to continue to innovate ways of enhancing 
response and resilience in tune with the 
changing terrorism threat environment. In 
particular, the rising threat to public, open 
access spaces is likely to encourage in-
creased emphasis on automated threat 
identification and early warning, as well as 
increased investment in more robust re-

sponse capability. 

Getting smart with 
the cyber-threat 

F 
aced with rapid urbanisation, city 
planners are turning to technology to 
solve a wide range of problems asso-
ciated with modern cities. Smart 

cities are the outcome of this deepening inte-
gration of technology with new or existing 
urban landscapes. They are set to change 
how we experience and what we come to 
expect from the cities around us. In practical 
terms, these transformative effects will arise 
from the combination of three pieces of tech-
nology: inexpensive logic controllers, millions 
of sensors connected to devices dispersed 
across a city and a network that connects all 
of these nodes together and enables real-
time communication.  
   Such connectivity will enable a better and 
more efficient provision of urban services. 
Amsterdam, Barcelona, Santa Cruz and Stock-
holm have begun the process of incorporating 
elements of a “smart grid” – or a network of 
interconnected sensors within the city – 
across many of their urban domains such as 
energy provisions, transport systems and 
telecommunications infrastructure. The in-
habitants of these cities have already begun 
to feel the benefits. However, increased con-
nectivity carries with it potentially severe 
cyber security risks that have yet to be fully 
revealed and, in many cases, mitigated.  
 
Continued on page 26 

 

‘Law enforcement 

agencies are looking at 

fusion centres that cut 

across boundaries’ 
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Getting smart with the cyber-
threat (continued) 

 
How smart is smart? 
The concept of smart cities 
relies on three fundamental 
ideas:  
Physical infrastructure can 
be used more efficiently as 

data analytics and artificial intelligence pro-
gress. 
  Engagement of the urban population with 
the city administration can be achieved 
through e-participation – or the carrying out 
of civic duties through the internet.  
As technology continues to progress, com-
puter systems will learn and adapt to chal-
lenges autonomously. 
  The benefits of and opportunities present-
ed by smart cities - for both citizens and 
businesses - are broad-ranging. With proper 
implementation, smart cities will provide 
tremendous economic, social and cultural 
advantages for their inhabitants. For in-
stance, a city’s electricity infrastructure 
could be significantly improved with the 
introduction of technologies such as ‘smart 
meters’ – electric or gas meters that provide 
real-time data, via an internet connection, 
to the consumer and the electricity compa-
ny regarding each user’s consumption. This 
allows better management of electricity 
supplies by tailoring them to the live de-
mand, thereby reducing overall cost as well 
as the impact and incidence of power  
outages.  
  Indeed, smart cities are dependent on ma-
chine-to-machine (M2M) interactions and 
decision-making. This is, in part, a product of 
the sheer number of inputs and the fre-
quency and speed with which associated 
calculations need to be completed. In the 
case of the energy grid, it would be impossi-
ble for a human operator to process all the 
data necessary to make decisions at the 
speed required by the system. However, 
while M2M decision-making (M2MD) is an 
unavoidable and beneficial feature of smart 
cities, it is also one of the greatest risks.   
 
 

New city, new risk 
M2MD is a highly promising 
means of ensuring efficient 
automation across smart 
cities. However, given the 
absence of human operators, 

the risk of a cascading error is significant. A 
cascading error refers to the potential for a 
small, unchecked mistake to spread through 
a system and become a systemic risk. For 
instance, if a minor computing error caused 
a smart electricity reader to transmit inaccu-
rate data readings to its control centre for a 
period of time this could lead to an auto-
mated, and mistaken, assessment that a 
particular private organisation’s premises 
required an increased amount of electricity.     
  This would necessitate rerouting some of 
the existing energy supply to this facility 
which, in turn, could culminate in increased 
costs for the affected business, as well as for 
the city, and a reduced pool of electricity for 
other companies and citizens. Although 
minimal at this scale, the consequences of 
such errors when they affect a larger area – 
an entire block or an industrial zone for 
example – could be far more substantial.  
 
Smart cities and  
cyber threats 
Beyond the potential for human or comput-
er error, smart cities will provide cyber 
threat actors with a large attack surface to 
target and potentially exploit and incorpo-
rate into broader campaigns: 

 
Cybercriminals 
As we have described above, 
smart cities will be com-
posed of thousands – if not 
millions – of interconnected 
devices. Such a structure is a 

boon to criminal actors able to create or 
purchase and subsequently deploy self-
propagating malware, variants of which 
have been known to proliferate across mul-
tiple connected networks.  

  These ‘worms’ could be used to acquire 
easily commoditised information such as 
healthcare information, social security num-
bers and banking credentials, or even to 
take control of a significant number of sys-
tems. Were attackers able to successfully 
hijack these systems they could then be 
used for extremely powerful distributed 
denial of service (DDoS) attacks or to hold 
an entire city for ransom in extortion 
attacks. Ransomware variants could be de-
signed to encrypt and cripple an entire city’s 
grid, with ransom demands likely to be con-
siderable in such a scenario.  
  These tactics could be highly profitable for 
cybercriminals and represent a natural evo-
lution of trends that we have observed in 
the current cybercriminal community. Inci-
dent response will become increasingly 
difficult in the case of city-wide compro-
mise. Private sector organisations and mu-
nicipal authorities will share ownership of 
systems and the responsibility for their se-
curity. Beyond adding legal and financial 
costs for the private sector, this will create 
the need for highly complex pre-planned 
incident response schemes involving multi-
ple parties.  

 
Cyber activists 
As cyber activist groups 
grow increasingly capable 
and in some cases, more 
radical, smart cities will pro-
vide them with an attack 

surface enabling a broad range of attacks 
from those akin to nuisances such as deface-
ments of a city’s billboards, to the more 
extreme targeting of a smart city’s energy 
grid with the aim of physical destruction.  
In addition, many cyber activist groups are 
supporting physical protesters by launching 
cyber attacks. This practice in a smart city 
environment could allow cyber activists to 
take a leading role in coercing governments 
and private sector organisations in meeting 
their demands.  

 
Smart cities will provide businesses with unprecedented economic  
opportunities. However, cyber threat actors will be presented with an unprecedent-
ed attack surface in smart cities because of the significant increase in the number of 
interconnected devices . 
Securing these cities needs to be a joint project involving the local  
administrations and the private sector organisations with an immediate stake in the 
continuation of the city’s stable function.  
Ensuring that these cities are cyber secure will require the identification and 
prioritisation of critical assets, behaviour-based security – establishing a benchmark 
of normal operation of critical assets and continuously ensuring that all parts of the 
city adhere to said benchmark, rapid component replacement – in the event of  
compromise or failure – and the secure segmentation of critical private assets from 
the city network. 

‘While increased M2M 

decision making is 

beneficial, it is also one 

of the greatest risks’ 
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  The potential destructiveness of a cyber 
attack on smart cities is such that even the 
threat of compromise of the city’s system is 
likely to be treated by governments and 
businesses as an existential one. When 
threat actors such as cyber activists, who 
arguably lack the self-control of other 
groups, have the possibility of causing seri-
ous physical damages, the security of smart 
cities becomes essential to the cities’ 
 survival.  

 
Nation states 
As the underlying network 
of smart cities will encom-
pass most aspects of life 
within the city, if that net-
work were to be compro-

mised by an attacker, it would grant them 
unfettered access to a target individual or 
organisation.  
  For instance, state-owned competitors 
could compromise a smart city’s infrastruc-
ture to gather intelligence on a large num-
ber of rival private sector firms. This infor-
mation could include movements of their 
executives within the city, private and com-
mercial communications grabbed from the 
ubiquitous presence of ‘free Wi-Fi hotspots’ 
managed by the city, and many more.    
Moreover, organisations operating within 
the city are likely to have their networks 
overlap to some extent with the city’s own 
network, or at the very least, have frequent 
data transfers from their networks to that of 
the city. This would enable highly advanced 
threat actors such as nation states to exploit 
weaknesses within a city’s infrastructure to 
reach a target organisation and compromise 
the confidentiality of its network.  
Beyond traditional espionage operations, 
the large-scale destruction or disruption of 
physical infrastructure via computer sys-
tems could become a technical reality with 
the advent of smart cities. The interconnect-
edness of systems within smart cities will 
lead to the reliance of components on the 
availability of the entire system to function 
properly. As such, an advanced cyber attack 
seeking to destroy parts of the system could 
have catastrophic cascading effects onto the 
wider network. This would enable a deter-
mined nation state actor to cause large-
scale physical destruction throughout an 
entire city.  
  Although indirect, a belligerent nation 
state actor could abruptly interrupt the 
traffic light system of an entire city to cause 
significant damages and potentially the loss 
of human lives. Similar scenarios are con-
ceivable for the interruption of energy sup-
plies or water networks. Whilst such events 
will become more plausible with the in-

crease in smart cities, the actual likelihood 
of them being undertaken is low because of 
the possibility that such an attack would 
provide a potentially justifiable basis – legal-
ly and ethically – for military retaliation, 
something which the perpetrator would 
presumably appreciate.  

 
Securing the implementa-
tion of smart cities for the 
private sector 
Although the exact form that 
smart cities will eventually 
take remains uncertain, or-

ganisations and city planners can take a 
number of precautions to ensure a smooth-
er implementation process and, ultimately, 
more secure infrastructure.  
 
Prioritise the security of critical assets: 
Contemporary networks are already impos-
sible to protect in their entirety, a problem 
which will apply equally to smart cities.  
Some components of the system will have 
to be made more secure than others. Public 
and private sector organisations will need to 
work together to identify the city’s critical 
assets and oversee the institution of appro-
priate security measures. 
 
Behaviour based security: Auditing millions 
of separate devices for signs of malware is 
simply not feasible. A more workable ap-
proach would be to evaluate the behaviour 
of smart city components and systems 
against an established baseline of normal 
functionality or network behaviour. Any 
significant derivation from the norm – above 
a determined threshold – would trigger an 
investigation into the possible presence of 
malware on the subcomponents.  
 
Rapid component replacement: Given the 
potential for component failure or attacks 
compromising these components, an auto-
mated replacement system will enhance the 
security of the whole system. Although diffi-
cult to apply to critical components without 
full redundancy, such measures would be 
suitable for low-level, relatively isolated 
components.   
 
Segment critical assets of private organisa-
tions from the city’s network: Paramount 
to the security of organisations in the smart 
city environment is the segmentation of 
their critical assets from the city’s network. 
Although costly and potentially reducing the 
effectiveness of the organisations, this poli-
cy will enable organisations to contain and 
mitigate any threat actors exploiting vulner-
abilities in the smart city network to reach 
their assets. 
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T 
he growing ‘terror’ threats today 
however are cyber-attacks. The first 
such attack was way back in 1988, 
when the digital age was still in its 

infancy. Robert Morris created the ‘Morris 
Worm’ which spread around computers in 
the US. Morris was the first person to be 
prosecuted for computer abuse, although 
today he is a Professor at the Massachusetts 
Institute of Technology.  
  The world has moved on a long way from 
the days of the bored geek hacking away 
from his bedroom, more out of curiosity 
than malice. Cyber warfare is now more 
important than bombs and guns. There are 
several sources of cyber-attacks: 
 
Overt cyber-warfare: these are open 
acts of warfare between nations or by terror 
groups. In 2008, during the Russo-Georgia 
conflict, computer networks in Georgia were 
hacked – there was no disruption, but pro-
Russian propaganda left behind instead. 
Similarly, in 2010, the ‘Iranian Cyber Army’ 
disrupted the main search engine in China, 
Baidu, leaving political messages in its wake.  
 
Covert cyber-warfare: the most famous 
was the Stuxnet attack on the top secret 
Natanz Uranium enrichment plant in Iran in 
2010, allegedly a joint US-Israeli operation. 
This virus was not hacked in from the out-
side, but inserted via a memory stick by an 
agent on the inside. In another incident a 
year earlier, it was Israel that was the target 
– during their military offensive against the 
Gaza Strip, an attack on government sites 
was launched by 5 million computers, main-
ly based in former Soviet states.  
 
Cyber-terror groups: these are groups 
that hack through political motivation, the 
most well known being ‘Anonymous’ in the 
West, and ‘Red October’ in Eastern Europe.  
 
Insider threat: these are attacks by 
disgruntled employees (usually facing dis-
missal or redundancy). The FBI says of the 
cases that they have dealt with in the US, 
such attacks left each company facing be-
tween £3,000 to £1.8 million’s worth of 
damages.   
  
Geeks: the Robert Morris’s are still out 
there.  
 
  Much hacking however, is not to disrupt 
but to spy or steal secrets, either for nation-
al security, commercial advantage or crimi-

nal gain.  
   

Y 
ou may think none of the above has 
anything to do with you. Unfortu-
nately, when the viruses and worms 
bite, you can be the collateral dam-

age. As well as infrastructure resilience, you 
need cyber-resilience.  
  For your organisation generally, visit the 
Centre for the Protection of National Infra-
structure, which can provide critical security 
controls guidance (). They have a 20 point 
programme that provides the basics of 
cyber defence, from managing an inventory 
of authorised and unauthorised devices 
within your organisation, right through to 
secure network engineering.  
  The main barrier businesses and organisa-
tions face is usually their very own senior 
management. It is natural for individuals to 
hope for the best. At the January 2016 
meeting of the UK government’s Community 
Preparedness National Group, the Environ-
ment Agency reported that research had 
shown that the average UK citizen has to be 
flooded THREE times before they decide to 
take measures to protect their home. Don’t 
be average – get to work on those resilience 
plans now.  
 
 

Preparing your defence against  
cyber-terror 

 Personal tips 
Get back to basics. All of your employ-
ees need to follow basic cyber-security – 
this needs to be incorporated in their 
general terms and conditions, so they 
know they could face disciplinary 
measures if they fail. This individual 
security is quite obvious and straight 
forward: 
Be suspicious of unknown links – do not 
click on unknown links or answer 
strange questions sent to your device, 
regardless of who the sender appears to 
be.  
Never click on links in emails – go 
straight to the site and log on directly.  
Double check on attachments – contact 
the sender first to be completely sure.  
For emails, turn off the ‘automatically 
download attachments’ facility.  
Do not give out personal information 
unless you are completely sure who you 
are talking to.  
Set secure passwords – don’t use  
common words, phrases or personal 
information.  
Keep your browsers, anti-virus and  
other critical software up to date.  
Pay close attention to website URLs – 
malicious websites can use a variation in 
common spelling, or a similar domain 
(e.g .com instead of .net) to deceive the 
unsuspecting.  

For info from the CPNI go to: 

www.cpni.gov.uk 

http://www.cpni.gov.uk


What has been your general 
career path? 
Orchestra, building sites,  
journalism, local government 
PR, central government PR 
and from them, crisis  
communications. 
 
How did you get into the  
emergency planning  
profession? 
Following the 1994 Coventry air 
crash when I was PR for Coventry 
City Council, the COI used me  
regularly as a case study on crisis  
communications. They then recruited me.  
 
Was there any particular incident that propelled you into  
emergency planning? 
When Housing Press Officer at the London Borough of Southwark in 
1987, we had a one ton WWII bomb turn up in Tooley Street, south of 
Tower Bridge. As it involved evacuating about 600 tenants, therefore a 
housing issue, I was decreed the Emergency Planning press officer, which 
was news to me. But it sparked the interest.  
 
Can you point to any qualifications, organisations or resources that 
have been the most helpful to your professional development? 
I did the pilot EP Diploma at Coventry University back in the day, which 
showed me the theory behind the practice.  
 
What do you think is the most important personal trait an  
emergency planner should have? 
Bolshie-ness. This is particularly true in central government as Civil  
Servants have a mortal fear of decision making - sometimes you have to 
put your foot down otherwise they will be ‘scoping’ all day.  
 
Within emergency planning, which area of work interests  
you the most? 
Aviation security. But I think that’s more to do with an Airfix-infatuated  
childhood.  
 
What has been the best moment of your emergency  
planning career? 
Exercise Horizon, 2004. Until this month’s Unified Response, it was the 
largest live exercise held in the UK. It was to test in real time the New 
Dimensions mass decontamination kit—there were 3,500 participants 
replicating a chemical attack on the NEC. Whitehall ran a mile from it, 
but I got it global coverage, getting out the message that the UK had 
effective counter-terrorism measures in place.  
 
And the worst? 
At the time of the discussion on the disposal of the Green Goddesses, no 
one listened to my idea of converting them into Snow Ploughs for use as 
a national resource. 
 
What is the biggest current challenge facing emergency planning? 
Scraping enough resources together—plus a lot of clever thinking—to fill 
the gaps beginning to appear in the resilience structure.  
 
And for the EPS? 
Thanks to some sterling work by countless individuals who have made a 
lot of personal sacrifices in time and effort, the EPS is coming back—the 
momentum must be kept going.  

When you were a child, what job did you want 
to do when you grew up? 
Fighter Pilot. At the age of eight I was crestfallen 
to discover you needed good eyesight and be 
strong in Maths and Physics. So that ruled me 
out.  
 
When you were at school what jobs did your 
mum and dad do? 

Dad worked for British Rail (ticket collector at 
Chadwell Heath), Mum was a nursing auxiliary at 
the local maternity hospital.  
 
 What song reminds you of the school disco? 
Skinhead Moonstomp by Symarip 

 
What’s your favourite holiday destination? 
Assos, Kefalonia 
 
Favourite meal? 
Moules Mariniere (preferably on the harbour at La Rochelle) 
 
Favourite film? 
Come and See - the seminal film on the Eastern Front in WWII. I’ve only 
just discovered the Soviet director Elem Klimov used live ammunition: 
the actors weren’t acting, they really were terrified! 
 
What annoys you? 
When the BBC is in the news, BBC journalists reporting ‘live from the 
scene’ from, er, just outside their offices. Bizarre.  
 
What’s your most prized personal possession? 
A tambourine signed by Marc Bolan 
 
What song was going through your head this morning  
when you got up? 
Go! By Public Service Broadcasting (check it out—brilliant) 
 
Who makes you laugh?  
My Dad - king of the straight-faced one liners. A typical example - his 
Pensioners Club was being addressed by a candidate in a General  
Election, fishing for votes from the platform by trying to play the ‘moral 
majority’ card to this older generation: 
CANDIDATE: “I’m old school. I never slept with my wife until we were 
married. Did you?!?” 
DAD (heckling from the 
back): “I dunno mate, 
what was her name?” 
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IN a bout of utter laziness, the editor of  
Resilience, Bob Wade, interviews  
  himself.  

Bob Wade gets the ‘professional and personal’ grilling 
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Bob in 
the days 
when he was 
John Lennon  
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IN a new series, Resilience is asking you for any  
innovative or quirky techniques you have used to liven up 
events, whether exercises, presentations, training or  
actual events.  
  To get the ball rolling, the Editor recalls Exercise  
Leopold, a multi-agency exercise in the West Midlands a 
few years ago: 
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