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Who were the Provo’s? 

THE EPS has said its members in the UK 
would be extra-vigilant in ensuring ‘HVM’ – 
hostile vehicle mitigation – was incorpo-
rated into Britain’s busy cities.  
   The EPS expressed sympathy for the  
victims and the family and friends of PC 
Keith Palmer. 
  Tony Thompson, chair of the EPS, said: 
“Our thoughts are with the victims and all 
those affected by it. Our members – includ-
ing many who will be involved in the  
response to the Westminster incident -  will 
continue to play their role in keeping the UK 
safe. The public must not be intimidated by 
such attacks but be defiant and vigilant.” 
 Tony Thompson, a former British Transport 
Police Superintendent, said that EPS mem-
bers in their professional capacity regularly 
carried out counter-terrorism exercises in 
the UK. But they also – particularly those 
working in Emergency Planning Units within 
local authorities – contributed to the plan-
ning process for new build, ensuring such 
issues as HVM are integrated into general 
safety measures.  
  He said: “The public should be reassured 
that emergency planners are very aware of 
the vehicle borne threat, which is why the 

public will often see bollards and barriers in 
their city around buildings that could face a 
terror attack. This work has been going on 
for the past 15 years. These measures are 
mainly directed at stopping car bombs being 
driven into buildings, but they will obviously 
also deter the type of horrific attack we 
have seen in Nice and now London.  
  The EPS is also currently registered with 
the National Counter Terrorism Security 
Office, and EPS approved trainers can now 
deliver modules offered under ‘Project 

Griffin’, the national counter terrorism 
awareness initiative for business designed to 
protect cities and communities from the 
threat of terrorism.  
    Project Griffin holds briefing events to 
increase public and employee awareness of 
how best to reduce and respond to the most 
likely types of terrorist activities. The events 
are presented by trained advisors delivering 
a range of counter-terrorism awareness 
modules. 
 

Westminster  
attack - work on 
hostile vehicle 
mitigation  
continues 

  The EPS placed a floral tribute and card of condolence in memory of those killed on 
Westminster Bridge, the day after the attack.  
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 EPS AGM &  

Conference 

20 - 21 June 

Emergency  

Planning College 

Book now for 2017 national conference 

 

EPS members are being urged to book early for this year’s annual 
AGM and conference, as accommodation at the venue is limited.  
  Accommodation at the Emergency Planning College will be offered 
on a first come, first served basis - when the venue is full, delegates 
will need to find their own accommodation in nearby hotels. 
  The conference itself meanwhile, is shaping up with sessions and 
workshops planned on:  

• Impact on Security Threat from Brexit 

• Mass Fatalities and Terrorism 

• Public expectation post-incident 

• Someone from Nice, Paris, Berlin or Brussels 

• Cyber Crime/Terrorism 

• Launch of new CitizenAid app from British Red Cross 

 Conference venue: 

Emergency Planning College, 

The Hawkhills,   

Easingwold ,   

York   YO61 3EG 

To book your place contact: 

info@the-eps.org 

Tel: 01347 821972 
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THE West Midlands branch has outlined its 
annual programme for 2017, made up of 
professional development sessions for 
members and professional colleagues, and 
social activities organised in conjunction 
with the Midlands Association of Civil Pro-
tection Scientists. Members of the EPS, and 
their families and friends, are welcome to 
join any of the social activities. 
  Events arranged are: 
 
27 April: Presentation by Cheshire Fire & 
Rescue Service on the M56 Calor Gas tank-
er explosions and fire in August 2015, at the 
Cheshire Fire &  Rescue Service HQ, Wins-
ford, Cheshire  
 
6 May: Museum of the Carpet, Kiddermin-
ster, lunch at “Love Food Italia” and visit to 
the West Midlands Safari Park 
 
Spring/summer: Presentation, discussion 
and demonstrations at the HQ of REACT 
Group, Swadlincote, Derbyshire 
 
5 July: Presentations, discussion and 
demonstrations at the training/research 
centre of ARCO Total Access, Eccleshall, 
Staffordshire 
 
15 July: Royal Mint, Llantrisant, south 

Wales &  St Fagan’s National History Muse-
um of Wales 
 
29 July: The Wirral, including Lady Lever Art 
Gallery, Tram and Transport Museum, 
Cruise on the River Mersey and the U - Boat 
Museum 
 
10 August: RSC Theatre Stratford upon 
Avon matinee performance of “Julius Cae-
sar” followed by meal at “Café Rouge” 
Sheep Street  
 
1 October: Paper Mill Working Museum at 
Frogmore, Hemel Hempstead and Leighton 
Buzzard Light Railway 
 
Autumn: Branch Study at the University of 
Wolverhampton Science Park 
 
Autumn: Cyber Security – request made to 
the National Cyber Security Centre at GCHQ 
for a speaker, venue to be arranged 
 
  To find out more, to register interest in 
attending, or to book a place at any of the 
confirmed dates, please e-mail the Branch 
Chairman, William Read, on Wil-
liam.read@dunelm.org.uk.  
  Further details will be placed on the EPS 
website when available. 

PREPARATIONS are now underway for this 
year’s Asteroid Day which is taking place on 
Friday 30 June at the Physics Department, 
Lecture Theatre 1, Blackett Building, Imperi-
al College London on Prince Consort Drive. 
   For the speaker’s list, so far we have Dr 
Joanna Morgan, Jay Tate – Director of the 
Spaceguard Centre, Lembit Opik, Simon 
Green, Dr Lewis Dartnell, Professor Richard 
Crowther and Debbie Lews. 
The astronaut Dr Helen Sharman will be 
providing the introductory welcome and 
will also be chairing a panel session. 
   Already, in preparation for Asteroid Day, 
there have been two press conferences, 
while The Interplanetary Podcast broadcast 
an interview they conducted with Debbie 
Lewis which can be accessed at http://
www.interplanetary.org.uk/ 
It’s 51 mins in length, but they did have a 

lot to talk about!  The 
hazard posed by aster-
oids really needs to be 
included within the 
National Risk Register.  
  For further infor-
mation, contact: 
 
Debbie.lewis@axiom-
alderney.com 
  

London  
Voluntary 
Sector  
day - 21 
April 
 
THE next Voluntary Sector 
Capabilities Day will be held 
on Friday 21 April 2017 .  
  The event, to be held in the 
morning,  will be a showcase 
for the Voluntary Sector 
organisations which provide 
support to agencies involved 
in Resilience Planning for 
London. 
   For now, please save the 
date if you are interested in 
attending. More details and 
a formal invitation will. 
Please feel free to forward 
this date on to any appropri-
ate partners.  
  For further information 
contact Kelly Dallen at  
London Resilience, at: 
 
Kelly.dallen@london-
fire.gov.uk 

Packed programme for 
West Midlands branch 

Astronaut joins this year’s Asteroid Day - 30 June 
 

  Last year’s As-
teroid Day was  
joined by the  
legendary Brian 
May, pictured here 
with Debbie Lewis 

mailto:William.read@dunelm.org.uk
mailto:William.read@dunelm.org.uk
http://www.interplanetary.org.uk/
http://www.interplanetary.org.uk/
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THE programme for the UK’s Largest flood 
and coastal erosion conference and exhibi-
tion has attracted professionals from the 
Emergency Services sector will debate some 
of the most pressing issues with the Envi-
ronment agency at Flood and Coast 2017 in 
March. 
  Convened by the Environment Agency and 
supported by the Emergency Planning Soci-
ety, a total of 150 presentations and case 
studies took place across the three days at 
the Telford International Centre from March 
28 - 30.  
  Clare Dinnis, Deputy Director of Strategy at 
the Environment Agency and Chair of the 
Flood and Coast Event said “winter 
2015/2016 was yet another reminder as to 
how important emergency planning is. By 
working together local authorities, emer-
gency services, EA and the army were able 
to support communities during flooding and 
the immediate aftermath. But as ever, there 
is more that we can learn and more that we 
can do to make our response stronger. The 
conference provides an opportunity for 
those working on a range of initiatives to 
come together outside incidents and share 
lessons and thoughts for the future.”  
  Some of the 150 conference sessions  
include; 

• 'Under Pressure' - managing the re-
sponse to major incidents 

• Water – managing the extremes 

• Review of the responses to flooding in 
Cumbria following Storm Desmond - 
what can we learn from the response? 

• Responding to a flood emergency 

• Maintaining safe patient care in the face 
of Storm Desmond  

• Holistic water management by Suffolk 
county council 

• Flood events: site controller's view 

• Mobile rapid deployment pumping sta-
tions 

• A more inclusive way of planning for 
flood risk - Cumbria after Storm Des-
mond   

• Using hydraulic modelling tools to sup-
port better flood recovery  

• One year on – learning from the re-
sponse to the 2015 Calderdale flood 

• Planning policy for flood water manage-
ment  

• For the full programme see 
www.floodandcoast.com 

 
  Grant Colli-
er, Director at 
Flood and 
Coast, said: 
“We would 
encourage all 
category one 
and two 
emergency 
services re-
sponders to 
join the con-
ference and 
exhibition 
which will be 
the largest 
thought-
leadership and networking event for the 
sector in the UK, sharing ideas, the latest 
technology and best practice from across 
the UK and abroad. With numerous case 
studies and the latest flood alleviation solu-
tions, the event will take us closer to miti-
gating the severity of such flood disasters 
and the destruction they can cause”. 
  Special conference rates were available to 
members of the Emergency Planning Socie-
ty as well as a completely free exhibition 
and series of free seminars with over 80 
exhibition stands showcasing the very latest 

technology and innovations. Attendees can 
attend either or both.  There were also over 
100 Environment Agency personnel present 
at the event. Full programme details are on 
www.floodandcoast.com. The conference is 
supported by The Emergency Planning Soci-
ety and sponsored by Van Oord, VBA, 
CH2M, Flood Modeller Suite, Aecom,HR 
Wallingford, Mackley and IBS Group. 

Flood professionals 

gather in Telford 

 

  The packed exhibition hall at last year’s 
Flood & Coast event 

http://www.floodandcoast.com
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T errorism, traffic incidents, urban 
SAR and mass gatherings will all be 

discussed in the free seminars at this 
year’s Emergency Services Show. Re-
turning to Hall 5 at the NEC from 20 -  
21 September 2017, the growing event 
gives you access to the very best 
knowledge, training, technology, kit 
and support networks to prepare for 
future incidents and carry out your role 
to the best of your ability. 
 
The free-to-attend event is not just for 
the uniformed services but relevant to 
anyone engaged in public safety and 
civil contingency services. Richard Tay-
lor, Head of Derbyshire County Council 
Countryside Service, who attended the 
2016 event said: ''The Emergency Ser-
vices Show is a great opportunity to 
keep up to speed with the latest devel-
opments and products all under one 
roof, and find new opportunities for my 
role in emergency planning.''  
 
In The Learning Zone, emergency services and partner agencies will 
share their experiences of responding to real incidents. Meanwhile 
personal resilience will be explored in a new seminar theatre dedi-
cated the health and wellbeing of emergency services personnel 
which will cover issues such as mental health and health and safety. 
Other free seminars covering road safety, ICT and innovations are 
also being developed. All of the free seminars, and the College of 
Paramedics workshops (returning again this year), will be CPD-
accredited. 
 
Network with Emergency Planners 
Around the indoor and outdoor exhibition visitors will be able to 
see and handle the latest kit and discuss their training needs with 
over suppliers. Many exhibitors will be demonstrating solutions and 
technology on their stands and water rescue demonstrations will 
take place on the Pendigo Lake outside the exhibition hall.  
 
As well as meeting the key resilience organisations and training 

providers, visitors to The Emergency Services Show can gain a deep-
er understanding of the support available from the voluntary sector 
in The Collaboration Zone. The British Red Cross for example will be 
on hand to talk about an exciting new nationwide volunteer recruit-
ment campaign launching later this year, to sign up a taskforce of 
volunteers available to respond during a major emergency in their 
community. The team of occasional volunteers will be supervised by 
existing Red Cross emergency response volunteers and will do prac-
tical tasks such as filling sand-bags or packing food parcels for evac-
uees. Modelled on similar initiatives run by the Dutch and Austrian 
Red Cross, it is anticipated each occasional volunteer might only be 
called upon once or twice a year.  
  
The Emergency Planning Society will be exhibiting again this year 
alongside other organisations including Resilience Direct, British 
APCO, Mountain Rescue England & Wales, HM Coastguard and the 

 

Free training and learning  
opportunities at 2017 Show  

  There will be water rescue demonstrations on the NEC’s Pendigo 
Lake, during this year’s Emergency Services Show 
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  Getting ready for the  ‘Extrication and Trauma Challenges’ to 
be held at this year’s Emergency Services Show 

Rail, Air and Marine Accident Investi-
gation Branches, to name a few.  
 
Road Safety and Extrication 
 
New for 2017, a feature dedicated to 
road safety and rescue will incorpo-
rate live demonstrations (with a com-
petitive element) as well as free sem-
inars. West Midlands Fire Service 
(WMFS) will host an Extrication Chal-
lenge judged by United Kingdom 
Rescue Organisation officials.  
  Teams of firefighters from WMFS as 
well as other brigades across the UK 
will be briefed on road traffic colli-
sion scenarios and then compete in 
extrications from two car wreckages 
using the latest kit and rescue tech-
niques. The Challenge will take place 
live on the exhibition floor enabling 
visitors to get up close to the action. 
WMFS Road Casualty Reduction 
Team and Central Motorway Police 
Group will be in attendance, offering 
road and motorway safety advice. Meanwhile a Medical and  
Trauma Challenge will take place in an “immersive environment” 
tent which will provide a realistic 
backdrop to the trauma scenari-
os. To add to the authenticity 
WMFS Casualty Simulation 
Group will be providing casual-
ties with realistic make-up and 
prosthetics.  
 
 

 
To Register: Entry to the exhibition and seminars, as well as parking, is free. The NEC is physically 
linked to Birmingham International Station and Birmingham Airport and is directly accessible from 
the UK motorway network.  
 

To register for free entry visit www.emergencyuk.com 

Bird Flu border bewilderment! POULTRY farmers in 
the border areas of 
the West Midlands 
were bemused when 
they searched the 
DEFRA website for a 
map of the re-
striction zones in the 
current Bird Flu  
precautions.  
  The jagged edge for 
the restriction zone 
is the Welsh border - 
while farmers in  
England must keep 
their stocks under 
cover, the Welsh 
Assembly has  
decided not to en-
force the measures 
in Wales - hence the 
strange ‘zone’. 

http://www.emergencyuk.com
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N 
ot long before we joined the EPS CBRN Professional 
Working Group, the Chair of the CBRN Professional 
Working Group and I were part of a project to identify 
the requirements for a future British Army counter-CBRN 

capability.  
  As part of that project 
we looked at the ex-
tant CBRN threat sce-
narios and extrapolat-
ed them into tabletop 
war games for Army 
formations so that 
they could better un-
derstand their counter
-CBRN requirements.  
  One of the tools we 
used to explain the use 
of counter-CBRN capa-
bility to these for-
mations was a model 
was designed on a 
single PowerPoint 
slide.  
  This was used to discuss the operational concept of counter-CBRN 
in conjunction with other military activities and outputs, and to 
show that CBRN is just another of the many threats Army for-
mations would need to contend with. It worked, and it worked well. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

More recently, the PWG leadership considered the concept behind 
a model of this kind and determined that a civil equivalent might be 
of some use for other projects. This could be useful we find it is 
often difficult to explain to laypersons, and even to specialists, how 
a counter-CBRN response and recovery scenario and response can 
pan out.  
   The model is also useful for the CBRN PWG so that we can explain 
(perhaps mainly to ourselves!) what it is that we do. We have there-
fore devised a 3-stage explanation that diagrammatically illustrates 
the broad effects necessary within a CBRN response or recovery 
process.  
  To explain, below is the first stage diagram that describes the ini-
tial non-specialist civil response to a CBRN incident/attack; this will 
be followed in subsequent issues of Resilience by the models for 
specialist response and for recovery.  
  This model represents the immediate response before any special-
ists arrive, or alternatively before they arrive in sufficient capacity 
and capability to deal with the problem.   
  Too many emergency plans rely upon the expected immediate 
assistance of specialist assets that are in short supply and are stra-
tegically located, and are therefore contending with extended trav-
el time and access issues.  
   

T herefore, those non-specialists who provide the initial response 
- such as security staff, members of the public, ‘regular’ emer-

gency services etc. – have to cope with the situation until relived by 
those with specialist training and equipment. In order to attempt to 
deliver the key strategic objectives of saving [save-able] lives, and  
 
(continued on page 10) 

 

About the author  
After a 25-year military career, latterly in military 
and civil specialist counter-CBRN, Barry Moss now 
provides consultancy services focused on CBRN to a 
range of national and international organisations.  
 
He is co-Deputy Chair of the EPS CBRN Professional 
working Group. 

Describing 
Counter - CBRN 
delivery  

Barry Moss reports back on some work by the CBRN Professional Working Group 
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IN a new series, Resilience is asking you for any  
innovative or quirky techniques you have used to liven up 
events, whether exercises, presentations, training or  
actual events.  
  To get the ball rolling, the Editor recalls Exercise  
Leopold, a multi-agency exercise in the West Midlands a 
few years ago: 

risk  

assessment 

 

B 
arry  Moss recently presented to a regional branch of the 
Institute of Occupational Safety & Health (IOSH) on the 
integrated management of risk and its links to security, 
emergency planning and management. Here, he outlines 

his views: 
 
I choose this subject as it seems that almost every time I provide 
security and emergency management solutions for an organisation, 
the risks under those two associated areas have not been explored 
and mapped either sufficiently, or at all, under health and safety risk 
assessments.  
  What seems to be pretty common is that health and safety is still 
seen by many as trips, falls, heavy lifting, and fire regulations.  
  The HSAW Act 1974 states that “Risk assessments should be carried 
out that address all risks that might cause harm in your workplace” 
and that associated information and training should be provided in 
relation to those identified risks.  
  As this doesn’t seem to happen often enough, I find I usually have 
to either un-pick and re-form the H&S-driven activities that conflict 
with the security & emergency management needs, or to try and 
make the necessary security & emergency management solutions 
work in spite of the H&S solutions.  
  The IOSH members were a great 
bunch - they recognised this as an 
important issue and were keen to 
explore it. 
 

I OSH publish a guide to help with this 
situation called Joined-up working - 

An introduction to integrated manage-
ment systems and this is apparently 
quite well known within H&S circles.  
  The guide discusses the ability to 
integrate all H&S outcomes under one 
integrated risk management system, 
and includes all systems that would 
contribute, including security and 
emergency response and recovery.  
  Some might recognise this as Enter-
prise Risk Management (ERM), or To-
tal Quality Management (TQM).  
  The IOSH audience pointed out that 
just because there is a documented 
procedure doesn’t mean that people, 
including some professionals, know 
how to incorporate the detail of each 
area into an integrated system.  
  The IOSH guide explains the process 

and why IMS can be unacceptable or acceptable to organisations 
and individuals and makes a number of points about why this may 
be so, including some of which are around the fear of change and 
wanting to remain in comfort zones, such as: 
“Your staff may be sceptical about the benefits of formal, document-
ed management systems and may fear that integration will increase 
the complexity of systems that they already see as over-bureaucratic. 
Furthermore, tensions may appear between specialists in different 
disciplines, with experts in one discipline underestimating the chal-
lenges of others” (IOSH, Joined up working).  

(continued from page 9) reventing contamination from spreading, 
then response activity must commence before specialists arrive, 
although it is recognised that they may have specialist advice re-
motely available. 
  The diagram shows how, once an incident has occurred, people 
caught up in it will self evacuate, potentially going straight to A&E, 
GPs surgery or even home. It then shows the initial non-specialist 
response, and how they have a number of immediate actions to 
undertake in order to address the victims and contamination.  
  Plainly, there would be many other complicating factors, and the 
diagram could be made vastly more complex. It does not, of course, 

show timings, nor does it take into consideration the complexity of 
the attack or the environment or location involved. 
  We thought it would be useful to share the diagrams, in stages 
over subsequent magazine issues, with the Resilience readership, 
and to seek comment on its value and accuracy. So, if you have a 
comment, or wish to discuss the model, please contact me at bar-
ry.moss@bwmconsulting.co.uk.  
  If there is sufficient interest, then the CBRN PWG may consider 
running a webinar or even a small workshop to explore the concepts 
and implications to planning and response. 
 

Why ALL risks 
should be  

addressed 

https://www.iosh.co.uk/~/media/Documents/Books%20and%20resources/Guidance%20and%20tools/Joined-up%20working.pdf
https://www.iosh.co.uk/~/media/Documents/Books%20and%20resources/Guidance%20and%20tools/Joined-up%20working.pdf
https://www.iosh.co.uk/~/media/Documents/Books%20and%20resources/Guidance%20and%20tools/Joined-up%20working.pdf
mailto:barry.moss@bwmconsulting.co.uk
mailto:barry.moss@bwmconsulting.co.uk
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School students learn about a  
woman’s place 
INTERNATIONAL Women’s Day in Glasgow was marked by a tour 
of the Biomass Boiler in the city’s Royal Alexandra Hospital for S3 
and S4 school students and teachers from Paisley Grammar, John-
stone High and Gleniffer High Schools. The visit took place on 8 
March - International Women's Day -  with presentations from 
Gillian Brown, Energy Manager; Moira Straiton, Asbestos Manag-
er and Phyllis Urquhart, Compliance Manager at Queen Elizabeth 
University hospital. Phyllis said: “The aim was of encouraging fe-
males into technical and scientific roles.” 

  It is the latter that strikes a real cord with me. To my mind, it is 
individuals and teams delivering products under separate specialist 
areas, without a joined up approach, that drives the preparedness 
work into stovepipes.  
  These stove pipes then become insufficiently coordinated, de-
conflicted or prioritised against the highest threats. This is a difficult 
situation to rectify, as HSAW legislation remains the trump card in 
most people’s eyes – minus the IM option.  
  They would rather meet what they see as an individual legal re-
quirement, than consider a situation holistically to allow application 
of a total solution.  
 

T his was most recently illustrated to me during a project to reno-
vate a large inner city school building. At a routine project 

meeting, attended by a government department and the architects, 
I proposed ensuring we had undertaken, and integrated, all risk 
assessments so that the building owners would be able to address 
all of their responsibilities, including security and emergency pre-
paredness in the redesigned building.  
  As security and emergency management were areas that both the 
architects and government officials were unfamiliar with, they took 
the line that fire regulations were far more important.  
  In my view, they adopted this approach due to a lack of familiarity 
with the joined up approach, ignorance of other subject or specialist 
area, prioritisation of achieving their own outputs to the exclusion 
of all else.  
  Their perception was that there was no legislation to enforce a 
joined-up approach; they also commented that they had never had 
to take this approach in this way before. As a basic example, I talked 

about the fact that the fire alarm placed in the public area of the 
proposed airlock entry systems, when activated by an intruder from 
outside the inner security door, could cause the magnetic locks to 
release on said security door, thereby allowing that person un-
fettered access to the building.  
  I also mentioned that the perpetrator could use the map of the 
building (usually on the wall next to the fire panel in the public part 
of the airlock) just to make sure he/she can find the way around the 
structure successfully.  
 
There are other standards (BS, CDM etc.) that may help organisa-
tions address integrated management, but they all require special-
ists to assist with interpretation and application.  
  This usually means that the driver for a particular area of imple-
mentation is the specialist, whose preferences and methods are 
driven by their own experience, knowledge and capabilities.  
  The focal point to integrate all specialist approaches is the lead for 
the organisation who own/run the site and, whilst they hold the 
responsibility, they usually delegate it to the specialist as they do 
not have the expertise to understand the full implications of the 
requirement.  
  To ask a non-specialist, such as a Head Teacher, to take national 
guidance, legislation, regulations and industry standards around 
protecting their site and people, and to ensure they have under-
stood that all elements have been combined to deliver the correct 
effect, is unrealistic. This leads to the situation prevalent today 
where the current divergent approach to risk management demon-
strated by many organisations is unfortunately all too  
evident. 



 

R AB Consultants and project partners Atkins Heritage de-
signed a pilot programme in 2015/16 on behalf of Historic 

England, to raise the awareness of the historic environment and 
vulnerable landscapes in North Yorkshire during an emergency 
incident.  
  This pilot study was undertaken in partnership with the North 
Yorkshire Local Resilience Forum (NYLRF), which includes the 
emergency services, local authorities and the Environment 
Agency. Other historic environment organisations were also 
involved such as Natural England, The National Trust and the 
North York Moors National Park.   
  The project began with a stakeholder workshop to identify and 
discuss the issues facing the resilience sector and historic envi-
ronment sector. It also extensively researched previous inci-
dents around the UK where disasters such as fires and floods 
had impacted upon scheduled monuments, listed buildings, or 
other culturally important locations.  
 
Reviewing resilience incidents  
This research resulted in a Lessons Identified Report, establishing 
the lessons that have been learnt from past incidents and how 
they were managed. The report made a series of recommendations 
on what worked well and what could be done differently to pre-
pare, respond and recover from incidents within the North York-
shire environment. 
  The project worked closely with the NYLRF to produce an  
Emergency Response Plan which details how both resilience and 
historic environment agencies in North Yorkshire would respond to 

an incident that affect-
ed the vulnerable land-

scapes that are 
widely found 
throughout the 
region.  
  To aid the re-
sponse, a series of 
maps were created 
using GIS to show 
the vulnerable loca-
tions throughout 
North Yorkshire.    
  These maps were 
digitized to catego-
rise different vulner-
able features that 
are present in the 
environment, and 
ensure that future 
incidents are man-
aged in the appro-
priate way.   

Working together to protect vulnerable landscapes 
Three stakeholder workshops were held in total which enabled 
each organisation to contribute to the overall project. It also helped 

 

 

historic  

environment  
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RAB Consultants 
RAB Consultants is an expert  
resilience and flood risk consultancy. 
They are  committed to providing 
excellent customer services and 
greater resilience in the places 
where people work, live and play.  
  They provide a range of services 
including designing and delivering 
Emergency Planning, training &  
exercises, Business Continuity and 
Flood Risk Management.  
 
For more information on the  
project and the services RAB Consult-
ants  offer call:  
 

01234 363 582  
Or email at:  
enquiries@rabconsultants.co.uk 

 

Protecting the 
historic  
environment 

  North Yorkshire LRF’s emergency response plan - looking at 
the defence of the historic environment from today’s threats.  

https://historicengland.org.uk/
https://historicengland.org.uk/
http://www.emergencynorthyorks.gov.uk/
http://www.emergencynorthyorks.gov.uk/
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to facilitate better understanding and communication between the 
resilience and historic environment sectors. These communication 
links will ensure the plan is properly maintained, as will be vital in 
any future incident. 
  One of the methods used to continue sharing information before 
and during incidents is through Resilience Direct (RD).  
  This is a secure web based platform designed for the resilience 
community to share plans, mapping, contact details and incident 
updates.  
  Although primarily reserved for Category 1 and 2 responders, oth-
er organisations heavily involved with incident response and recov-
ery can have limited access to RD. This will allow the stakeholders 
(from the historic environment sector) access to the plans, maps 
and other important information developed by the project.  
 
Taking the project forward  
As the current project concludes, the final product was a strategy 
document which puts forward recommendations on how historic 
environment resilience can continue to be improved in the future.  
One of the main recommendations is to look carefully at resilience 
within the historic environment sector across the country.  
  For example, site management methods and procedures should be 
reviewed to identify ways how sites themselves can be better pre-
pared. Increasing resilience levels of sites will help protect them 
from unnecessary damage, and can reduce the burden for respond-
ers.  
  Furthermore, ensuring there is a suitable out of hours contact 

mechanism will allow the resilience sector to get hold of the right 
information they need to guide them. 
  Finally, the project should be introduced to other LRFs to raise 
awareness nationwide. By delivering local presentations and work-
shops, the role of the historic environment sector can be publicised 
and tailored emergency response plans can be implemented. 
 
If you would like to know more about the project, please contact 
Dave Went at Historic England on 01904 601 897, or Benjamin 
Clare at RAB Consultants on 01234 363 582 

Site management methods and procedures 

should be reviewed to identify ways how 

sites themselves can be better prepared.  

Increasing resilience levels of sites will help 

protect them from unnecessary  

damage, and can reduce the burden for  

responders 

‘ 

‘ 

  A series of maps have been created using GIS to show the 
vulnerable locations throughout North Yorkshire 

https://historicengland.org.uk/
http://www.rabconsultants.co.uk
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I 
N 2009 a group was formed with a focus 
on the coastal flood risk shared by nine 
counties along the east coast.  
  The group’s aim was to influence nation-

al, sub-national and local planning and policy 
and, as a founder member representing the 
EPS I saw the value of such partnership work.  
  The East Coast Flood Group’s work ensured 
that coastal responders were better prepared 
during the tidal surges in December 2013 and 
January 2017.  
  The group continues to meet biannually in 
Whitehall, ensuring momentum is maintained 
and knowledge and experience shared be-
tween coastal counties and soon, other coasts.     
  The 2015 report on the Group’s progress not-
ed that they ‘undoubtedly helped drive work 
forward at a national level, making a significant con-
tribution to flood resilience, and supporting a coordi-
nated approach amongst all Local Resilience Forums at threat from 
east coast inundation’.   
  The report went on to state: ‘The transferability of this unique ap-
proach was first recognised within HM Government’s response to 
the Exercise Watermark final report (Defra 2012) which recom-
mended: ‘Wide-area planning and arrangements for flood response 
organisations on the east coast should be developed and adapted 
for different wide-area emergencies’.   
  The success of the group was clear to me when I engaged in the 
2013 tidal surge response in Lincolnshire. I was convinced that work-
ing beyond county boundaries to prepare for future flood response 
was crucial and began to consider how this experience could flow 
across to river flooding.    
 

T hrough my role as the MOD’s Joint Regional Liaison Officer for 
the East Midlands, I have been engaged with flood planning and 

exercises for ten years and saw how counties develop river flood 
exercises where the problems apparently start and finish at the 

county boundary.  There appeared to be little engagement with 
either up-stream or down-stream counties, identifying shared risks, 
developing relationships to exchange information prior to or during 
the next river flood.  
  By building upon the experience from the east coast, it was clear 
that better cooperation could be achieved across boundaries by 
setting up a similar in-land group - the River Trent seemed the most 
appropriate place to start.   
  I needed help with knowledge of the Trent flood risk from the Envi-
ronment Agency, expert advice on flood planning and an extra pair 
of hands.  Step forward Andrew Mitchell from the Environment 
Agency’s Nottingham office who surprised me by identifying that 
nine Local Resilience Forums and four Environment Agency offices 
share the Trent and its tributaries.   
  The map above shows the extent of the catchment area, starting in 
Birmingham and Staffordshire, gaining tributaries through Derby-
shire into Nottinghamshire, collecting more tributaries from Leices-
tershire, touching Lincolnshire before joining the Humber and emp-
tying into the North Sea. 
   

U nlike the East Coast Group, which started small at the former 
Government Office in Cambridge in 2009, gaining membership 

and momentum to become the fully engaged group it is today, we 
on the Trent had to aim big and start almost from scratch.   
  Luckily, two of the nine counties, Lincolnshire and Humber, were 
already fully engaged with the coastal group - that just left the other 
seven counties and the Environment Agency offices to be persuaded 
of the value that the group could bring if everyone fully committed.  
  On 10 June 2015 we ran the first group meeting at Trentside 
Nottingham and were delighted that most counties accepted the 
offer to come and look at what was proposed.   
  The aim of the session was to explain the worth of collaborative 
working by outlining achievements of the East Coast group and how 

Organising across county borders 
Andy McCombe looks at 
the work of the Trent 
Catchment Flood Group 

  The Group has made a ‘significant contribution’ to  
flood resilience 

  The Trent and its tributaries are shared by nine LRFs and four Environment 
Agency Offices 
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their experiences and practices could transfer to the in-land flood 
risk.  I explained the content of a draft Trent Catchment Framework 
document that I developed from the coastal version. We also agreed 
our overarching purpose through meeting twice a year, which is to: 

 

• Share knowledge through Local Resilience Forum presentations 
and from invited guest speakers. 

• Develop partnership working and relationships to improve 
cross-fertilisation of ideas to prepare for a future response. 

• Consider joint exercises or training, offer observer opportuni-
ties on each other’s exercises. 

• Act as one voice to influence national planning and funding 
opportunities. 

 
  The group meets every April and October and has explored flood 
decision tools, Resilience Direct mapping, the Trent Major Incident 
Plan, community engagement, development of a Trent Response 
Coordination Group (ResCG) protocol with DCLG, groundwater flood-
ing, a peer review of flood plans, identification of good practice and 

we ran a separate training day with the Midlands Category II Forum. 
(see photo) One of the major ‘wins’ of the group is that a Defra offi-
cial attends each meeting to provide an update on developments in 
national policy and receive feedback from the group.  
  We also have a well-managed Resilience Direct site where county 
flood plans are lodged, our framework e-document is available for 
updating, plus contacts list and diary. 
 

S o, what’s next?  A sentence in the introduction to the September 
2016 National Flood Resilience Review mentions ‘managing 

whole river catchments’ -  emergency preparedness has to be part of 
this holistic approach.   
  Having met four times to date, the value of catchment flood groups 
is accepted by all group members, some of whom appeared sceptical 
early on.   
  So in 2017, the Trent Group hope to support the creation of, or 
development of, three further flood groups covering the Thames, 
Ouse and Severn rivers.   
  Through the Trent Flood Group, collaborative working has given a 
bigger voice to hard working emergency planning officers who now 
have access to regional expertise, like-minded colleagues, new infor-
mation and the opportunity to better prepare for inevitable flooding 
somewhere on the Trent. 

  A training and  exercise day was held with the  
Midlands Category II Forum 
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A 
s 1 March was the first day of the meteorological spring 
this year we thought it was timely to look back at how we 
worked with the Environment Agency (EA) to prepare for 
Winter.  

  As part of the Environment Agency’s winter ready campaign we 
conducted Exercise Occam’s Razor on the River Tyne and River Wear 
catchments. 
 
Exercise Occam’s Razor - The aim of the exercise was to test the 
operational communication between flood forecasting and flood 
warning duty officers during a moderately sized river flood event.  
It provided a valuable training opportunity for EA flood forecasting, 
monitoring and warning duty officers based in the Yorkshire and 
North East Area offices.  
  Sara Lane, Senior Analyst for JBA and project manager for Exercise 
Occam’s Razor, commented “the aim of the exercise was to simulate 
the real river flood event of 2015’s Storm Desmond, and to use this 
training opportunity to increase the EA’s duty officers’ confidence in 
their role and responsibilities for any similar future eventuality”. 
 
What we did 
On 15 November 2016, the flood exercise commenced, with our 
project team supporting thirty duty staff from the EA over the fol-
lowing three days.  
  Two people from our project team were based in the Flood Fore-
casting Room at the EA’s Leeds office (Regional) and another one 
was based at the Area Incident Room at the EA’s Newcastle office 
(Area). They were on hand to run the exercise, oversee handover, 
monitor and observe how the participants carried out their tasks, 
provide assistance and help with systems and handout hot debrief 
forms. 
  Scenarios were designed using our previous experiences of flood 
exercises and data from the Storm Desmond flood event.  
  (continued on page 18) 

 

An established role in 
flood risk management 
 
JBA Consulting’s team of water and environmental manag-
ers, engineers, scientists and designers are committed to 
excellent customer service, helping to deliver improvements 
to our natural and built environment.  
   
With 21 offices in the UK and Ireland, we are growing rapidly 
to become the partner of choice, winning many awards and 
accolades for our high standards of service.   
   
We have established a lead role in flood risk management 
and delivering actions aimed at increasing community flood 
resilience. Our highly-experienced teams combine the neces-
sary technical and engagement skills to provide flood warn-
ing, risk assessment, emergency planning and local commu-
nity property flood protection services.   
   
We help raise flood awareness and encourage homeowners 
and businesses to develop and test emergency flood re-
sponse plans, encouraging effective action to reduce losses 
and damage, whilst helping to increase peace of mind and 
preparedness. 
 
Want to find out more? 
We can help individual residents, business owners, commu-
nities and organisations such as the Environment Agency, 
Network Rail, Natural Resources Wales and Scottish Environ-
ment Protection Agency to create and test a range of Flood 
Emergency Plans, as well as develop training and exercise 
requirements.   
  You can read more about flood risk management on our 
website or if you want to discuss and plan an emergency 
exercise please contact:  
 

Sara Lane at: 
sara.lane@jbaconsulting.com or  
01633 413514 
or  
 
JBA Flood Resilience Lead Phil Emonson at  
Philip.emonson@jbaconsulting.com or  
01392 904040  

Getting ‘winter 
ready’ with  
Exercise  
Occam’s Razor 

mailto:sara.lane@jbaconsulting.com
mailto:Philip.emonson@jbaconsulting.com
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  Exercise Occam’s  Razor - the main task was to test operational communications between flood forecasters and flood warning officers 
in a moderate river event 

Briefings were held 

before and after the 

exercise, together with 

hot debriefs, 

 immediately after 

each four-hour  

duty shift.  

These enabled staff to 

discuss, reflect and 

provide feedback on 

their performance  

and actions. 

‘ 

‘ 
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Environment Agency Flood Warning System: all 
change as new system introduced for April  
THE Environment Agency’s current flood warning system, FWD, has 
now been in place for 10 years and in April 2017, will be replaced 
with our new flood warning system, FWS.  
  FWS uses the latest technology and has been developed and de-
signed to meet the EA’s customer and partner needs.  
  FWS offers a wide range of improvements including: 

• more customer focussed, simpler service 

• more consistent and improved warning messages 

• more efficient operation with significant cost savings 

• new online gov.uk look and feel with easier access to 
flood information 

• improved online registration, personalisation, and 
account management 

There will be a direct transition from FWD to FWS and there will 
be no period of time where the EA do not offer their flood warning 
service. No action will be required for any of their existing regis-
tered customers and there will be no change to our flood warning 
codes.  
  The new system will also continue to be developed and improved 
beyond its launch, keeping up with the latest in technology and 
continuously evolving to meet the needs of EA’s customers. 
 
Further Information contact:  
helen.todd@environment-agency.gov.uk 
Or your local Environment Agency Flood Resilience Team. 

(continued from page 16)  Briefings were held before and after the 
exercise, together with hot debriefs immediately after each 4-hour 
duty shift. These enabled staff to discuss, reflect and provide feed-
back on their performance and actions. 
  Our Exercise Management System, JEMS, was used to deliver this 
exercise. It is a web based flood response application that was used 
in conjunction with the National Flood Forecasting System.  
Outcomes 
  Everyone involved had an opportunity to gain experience of man-
aging a flood incident in a safe, learning environment improving 
their understanding and confidence in their roles. 
  The monitoring, forecasting and warning duty staff worked well 
together as a team to share tasks and believed the exercise helped 
in their forecast-led decision making. The opportunity for reflective 
discussion and learning was also considered to be a valuable pro-
cess, helping to draw out important aspects of the response. 

• Comments from exercise participants include 

• “Served as a timely refresher going into the winter period.” 

• “Scenario felt very realistic; similar pressure and timescales to 
being in a real incident.” 

• “I have gained confidence for tackling my very first incident.” 
 
What next? 
Moving forward the EA staff feel better equipped to handle potential 

flood incidents. They improved their forecasting skills and levels of 
preparedness that was very timely given Storm Doris arrived just a 
few months later. 
  We’ve all heard of the phrase ‘practice makes perfect’, and as 
much as we hope the EA and UK residents never have another real 
life incident to deal with, we hope the exercise we delivered has 
helped them be more prepared for the future.  
 

 

mailto:helen.todd@environment-agency.gov.uk
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FAKE NEWS 
Don’t read all about it! 
W e have now entered the era of Post-

Truth, fake news and Alternative 
Facts. The author Stephen King has called it 
‘The Age of Dumb.’  
  Such bending of information and conspira-
cy theories have long been the domain of 
some scurrilous politicians and – as we saw 
in the Levenson Inquiry – some unscrupu-
lous tabloid newspapers. But social media 
and the Russian ‘Information Offensive’ has 
fuelled this epidemic. 
  Should this be of concern for emergency 
planners and responders? Yes, because it 
can lead to actual incidents.  
   
During the  US election campaign, the 
so-called ‘news’ website YourNewsWire ran 
a totally fictitious story that Hilary Clinton 
was linked to a paedophile ring in the 
White House – the ‘story’ identified an 
innocent nearby Pizza restaurant as being 
involved. A deluded reader, Edgar Welch, 
turned up at the restaurant with an auto-
matic rifle saying he was going to ‘self-
investigate’ the allegation and then fired a 
shot. Fortunately police intervened before 
the situation could escalate.  
   
In India last year meanwhile, public 
order became an issue around the intro-
duction of the new 2,000 Rupee note. Fol-
lowing a fake news report, a story spread 
like wildfire through the WhatsApp 

platform that the new notes all carried a 
surveillance micro-chip  in them – 50 mil-
lion people in India use WhatsApp every 
month.  
 
The most serious incident caused by 
fake news was in the UK in 2005.  
  Friction between the black and Asian com-
munities in the Lozells area of Birmingham 
exploded into rioting after local unregulat-
ed pirate radio stations – and Hot 92 in 
particular – spread an uncorroborated story 
about a black girl, who was here illegally, 
being raped by Asian shopkeepers in the 
knowledge that she could not go to the 
police.  
  Neither West Midlands Police or the main-
stream media could ever find any evidence 
of the accusation. In the ensuing violence, a 
Birmingham City Council worker was 
stabbed to death, a gang member accident-
ly shot dead one of his gang, and a police 
officer was shot in the leg. Fake news can 
be deadly.  
 
The Parliamentary Culture, Media and 
Sports Select Committee is currently  
investigating the new scourge.  
  Its chair, Damien Collins MP, said:  
  “I think that the spectre of fake news is 
one of the greatest threats to our media, 
and that the platforms that distribute it 
have a social responsibility to help combat    

  the sources and major  
   distributors of fake news.” 

Why the 
‘trusted 
source’ is  
important 
 

THE graph below demonstrates 
the importance of the trusted 
source during crisis communica-
tions.  
  The graph shows tweet traffic 
during the Manx2 air crash in Cork 
in 2011. It was compiled during 
research to the impact of social 
media on mass evacuations, led by 
the University of East London.  
  Ignoring the different colour lines 
(which demonstrate what type of 
tweet it was), it can be seen that 
the tweet traffic starts immediate-
ly after the crash at 10 am, reach-
ing a peak at 11am, before it falls 
away – UEL point out that most of 
the tweets before 11am had the 
wrong information about the air 
crash in them.  
  So why does the tweet traffic 
begin to diminish after 11am?  
  Because that would be the time 
that the news bulletins of the 
trusted sources – in this case RTE 
and BBC – had their hourly broad-
cast, and people were  
now getting accurate  
information  
about the incident,  
so the speculation  
on twitter falls  
away as people  
are now reassured  
about what has  
happened.  

  The graph shows 
how social media 
traffic falls after the 
public receive the 
correct information - 
when they don’t it 
can even lead to 
riots, as seen in  
Birmingham in 2005 

Bob Wade, editor of Resilience, looks at the new scourge 
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I encourage all those with an interest in community recovery 
to take a look at our report which can be found on our website 

www.foresightsolutions.net  
 
Or by contacting me at  

david@foresightsolutions.net.  
 
It is also available in the EPC library.  

S o what are the new phenomena? 
Post-truth: this is a political culture in 

which debate is framed largely by appeals to 
emotion disconnected from the details of 
actual facts, and by the repeated assertion 
of allegations to which factual rebuttals are 
ignored. It creates an atmosphere amongst 
the public that can benefit its proponents 
politically.  
  It is not new of course, we used to call 
them ‘urban myths’. A case in point from 
the 1980s was ‘Baa Baa Green Sheep’ – not 
one  
local authority or school was ever found to 
have implemented such a ban on the word 
‘black’, but the myth stuck as the embodi-
ment of ‘political correctness’, creating  
hostility against local authorities as they 
were softened up for an assault on local 
government finances.  
  Equally today, during Russia’s ‘invasion by 
proxy’ of the Crimea, they repeatedly refer 
to their opponents as ‘the Ukrainian Fas-
cists’. The EU website Disinformation Review 
commented: “Almost every mention of 
Ukraine we see… is accompanied by the 
adjective ‘nazi’ or the noun ‘coup’ – once 
again ignoring the reality that the Revolu-
tion of Dignity was not a coup, and that 
Ukraine does not have nazi parties in the 
Parliament.” The Russian State is playing on 
Russian memories of Ukraine’s role in World 
War II.  
  The disease is catching. President Erdogan 
of Turkey recently referred to the Dutch as 
‘Nazi remnants’ and ‘fascists’, a 
particular insult to the Nether-
lands that suffered the worse 
in Western Europe under Nazi 
occupation during World War 
II, and to its credit was the only 
occupied country to hold a 
brutally suppressed General 
Strike against the persecution 
of the Jews. 
  Today, social  media ensures 
such myths circulate widely 
and very rapidly, as was seen in 
India.  
  It creates a false reality in 
which its proponents can justi-
fy an actual action.  
  As the old saying goes, ‘lies 
can be half way around the 
world, while the truth is still 
getting its boots on’.  
 

Fake news: these are blatantly false tales, 
such as the one circulated by YourNews-
Wire. These sites have all the trappings of a 
bona-fide news source and indeed carry 
some genuine stories. The problem is that 
they can then be cited by other established 
news sites or individuals being interviewed 
on live broadcasts, and so the myth snow 
balls.  
  A case in point is the ‘Bowling Green Mas-
sacre’. In 2011, two Iraqi nationals Waad 
Ramadan Alwan and Mohanad Shareef 
Hammadi living in Bowling Green, Kentucky, 
were arrested on terrorism charges in an FBI 
sting operation. They were trying to procure 
weapons to send to Al-Qaeda in Iraq. They 
had been under FBI surveillance for months. 
All the weapons they had planned on ship-
ping were already under the FBI's control at 
the time of their arrest. There were never 
any plans to carry out attacks in the US.  
  However, in the recent heated US election 
exchanges, this six year old incident instead 
began to be referred to as an ‘attempted 
bombing in Bowling Green’.  
  By the time of the Trump victory, it had 
become an actual atrocity. Trump’s Senior 
Advisor, Kellyanne Conway,  being grilled on 
the US TV channel MSNBC on 2 February  
over the travel ban on mainly Muslim coun-
tries, went further and said: “…two Iraqis 
came here to this country, were radicalised 
and they were the masterminds behind the 
Bowling Green massacre.” 
   As the Irish say, ‘it’s a story that gets 

better with the telling’.   Now many less 
informed Americans are convinced their 
people are being massacred in their home 
towns – one of the country’s most senior 
politicians had just said so. Also, as we saw 
in February, they believe there has been a 
terrorist atrocity in Sweden too – the US 
President said so.  
 
Alternative Facts: this term first entered the 
new language lexicon when – again - Kelly-
anne Conway defended the Trump admin-
istration’s claim that as many people attend-
ed the President’s inauguration as that of 
Obama’s, when photographic evidence 
clearly showed otherwise.  
  The best description of ‘alternative facts’ 
can be found in Donald Trump’s 1987 book, 
Trump: The Art of the Deal. In it he talks of 
“truthful hyperbole” saying it is an 
“innocent form of exaggeration” and “a very 
effective form of promotion”. 

Make it short, make 
it snappy , make it up 

‘ Today, social  media ensures 

such myths circulate widely 

and very rapidly.  

  It creates a false reality in 

which its proponents can  

justify an actual action.  

  As the old saying goes, ‘lies 

can be half way around the 

world, while the truth is still 

getting its boots on  

‘ 

http://www.foresightsolutions.net
mailto:david@foresightsolutions.net
https://en.wikipedia.org/wiki/Political_culture
https://en.wikipedia.org/wiki/Appeal_to_emotion
https://en.wikipedia.org/wiki/Appeal_to_emotion


Resilience l 21 

fake  

news 

 

The Russian  
Information Offensive   

A dded to this mix is clear intervention 
by Russia. Russia’s move to an Infor-

mation Offensive follows its experience in 
its armed conflict with Georgia in August 
2008.  
  While it won militarily it recognised that it 
had lost the propaganda war, as it received 
condemnation from around the world. A 
discussion began within the Russian mili-
tary on introducing ‘Information Troops’, 
but this was dropped.  
  Instead, says Keir Giles of the Conflict 
Studies Research Centre in Oxford 
(Sandhurst’s former Soviet Studies Re-
search Centre), they looked elsewhere: 
 
  “Arguments put forward against a unit of 
this kind include the unsuitability of ser-
vicemen for advanced cyber operations, 
and the ready availability and deniability of 
talented civilian volunteers.” (‘Information 
Troops – a Russian Cyber Command?). 
 
  The Russian State instead looked at the 
Chinese method of recruiting an army of 
‘available and deniable’ volunteers – as 
David Parkes from the National Counter 
Terrorism Security Office told the EPS con-
ference last year, China can now dedicate 
more people to a cyber-attack than we 
have in the British Army. 
  Let us leave aside cyber-attacks and hack-
ing, however.  What is being examined here 
is how news media platforms are being 
exploited with a barrage of either selective 
information or complete misinformation to 
sew confusion, alarm and demoralisation 
amongst Russia’s perceived enemies.  
  Principal NATO spokesperson Oana 
Lungescu has said the Russian State is ex-
ploiting news coverage for “political and 
military needs”. 

  She told the BBC: 
“It is a way, not to 
convince people, 
but to confuse 
them, not to pro-
vide an alternative 
viewpoint, but to 
divide public opin-
ions and to ulti-
mately undermine 
our ability to un-
derstand what is 
going on.” 
  Also, back in 2010, 
the chair of the US 
Government’s 
Broadcasting Board 
of Governors,  
Walter Isaacson, 
described RT as the 
USA’s “enemies”, 
along with Iran 
Press TV and Chi-
na’s CCTV. 
  Firstly, there are 
the Troll Houses in 
Russia. These mini-
factories pump out tweets as well as inno-
cent looking blogs. Their tasks are four-fold: 
To push out pro-Russian propaganda. 
To target Western discussion forums to 
distort current political debates to give the 
impression of ‘mass support’ for one view-
point, to try and shape public opinion in the 
target country to the benefit of Russian 
foreign policy. There are concerns that such 
methods were used in the Brexit and US 
election campaigns  .  
To spread fake news to confuse and 
demoralise the target country. 
To target opponents of Russian poli-
cies, to scare them into silence.  
  A victim of the latter was Jessika Aro, an 
investigative reporter with the Finnish 
Broadcasting Company. She has written a 
book, Vladimir Putin’s Troll Empire, which 
exposed Russia’s ‘warfare by website’.  
  In retaliation, an army of trolls has har-
assed her, spreading accusations that she 
works for intelligence agencies, and even 
sent texts to her purporting to be from her 
deceased father. A pro-Russian academic, 
Johan Backman, then used Freedom of 
Information legislation in Finland to obtain 
court records showing that 13 years previ-
ously, Aro had been fined 300 Euros for 
illegal use of amphetamines. He then put 
the information up on the MVLehti website, 

another pro-Russian platform.  
  The Guardian, on 2 April 2015, ran a major 
investigation into one such Troll factory, 
having got a disgruntled former troll to 
outline how it worked. The investigation 
found that: “…hundreds of paid bloggers 
work round the clock to flood Russian inter-
net forums, social networks and the com-
ments sections of western publications 
with remarks praising the president, Vladi-
mir Putin, and raging at the depravity and 
injustice of the west.” 
  The Trolls worked in rooms of about 20 
people, each controlled by three editors. 
Each day they would receive a list of 
‘technical tasks’, outlining the ‘line to take’ 
on the issues of the day. The Troll defector 
said she wrote for the LiveJournal blog. She 
told the Guardian: “We had to write 
‘ordinary posts’, about making cakes or 
music tracks we liked, but then every now 
and then throw in a political post about 
how the Kiev government is fascist, or that 
sort of thing.”  
The Troll Factories are not exclusive to 
Russia. The Swedish daily newspaper Eskils-
tuna Kuriren (February 20) exposed one of 
the Far-Right groups in Sweden that run 
their own Troll Factory – indeed, the news-
paper warned that Russia, while with one 
breath calling Ukraine ‘fascist’, is at the 

Oh, those Russians... 

 
THE Troll Houses are easy to spot, using the ‘Onemilliontweets’ 
platform, which, in real time, counts the last million that have 
been posted anywhere in the world.  The image above shows 
the tweet traffic for part of a city in southern Russia. At the top 
you can see the sort of rate of tweeting normally expected 
within a short period -  one there, two here and so on. At the 
bottom of the image however, we can see one location has 
pumped out 479 tweets . Either someone is very bored, or….  

 

It is a way, not to convince  

people, but to confuse them, not 

to provide an alternative  

viewpoint, but to divide public 

opinions and to ultimately  

undermine our ability to  

understand what is going on 

https://www.theguardian.com/world/vladimir-putin
https://www.theguardian.com/world/vladimir-putin
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same time colluding and feeding false news 
to neo-Nazi and Far Right groups in the 
West.  
  The Troll Houses are prolific in their out-
put, far out of proportion to their actual 
weight and support in society. The newspa-
per also interviewed Jack Werner, co-
founder of the popular Swedish fact-checker 
site, Viralgranskaren, who said the aim of 
such groups is to make themselves look a 
major force in society.  
  He said: “The aim of propaganda is to re-
spond to light so as to make the shadow it 
casts is as large as possible. If you really 
want to give the impression that your side is 
the largest, most dedicated and most pas-
sionate, it requires more work, for example, 
you will need to spend days and nights 
writing comments on the internet.” 
  Werner said that when research was car-
ried out into one such group, it showed that 
only 183 individual writers accounted for 
366,291 comments from a total of half a 
million. Werner said: “That means 2,000 
comments per person, and gives a very 
different picture of how widespread the 
opinions of their side really are.” 
   

T hen there are the news agencies, pur-
porting to be mainstream media, in 

particular the Sputnik News Agency and the 
Russia Today TV channel, now calling itself 
RT. RT say they are simply an “editorially 
independent, autonomous” news gathering 
service, but one look at their ‘coverage’ 
demonstrates that it is so biased and selec-
tive that it would make even Lord Haw Haw 
blush.  
  A common tactic of RT, Sputnik and state 
owned Russian media is to employ ‘experts’ 
from the countries they are targeting, to 
give their so-called stories ‘legs’ as journal-
ists say, to make it stand up in the eyes of 
the viewer. But these so-called ‘experts’ are 
usually characters the Western media would 
not touch even with a very long barge pole. 
The EU’s Disinformation Review (February 
21) highlighted four recent examples: 
Sputnik presented a commentator as a 
“Belgian political scientist and director of 
geopolitical research centre”. He was in 
fact Kris Roman, leader of the Euro Rus 
group, a long-standing Belgian neo-nazi 
who has shared platforms with the Klu Klux 
Klan and the British National Party, and 
who served nine months in prison for anti-
Semitism.  
A “US expert on anti-terrorism” was in 
fact a man who had served a prison sen-
tence for posing as a high-ranking US Air 
Force officer.  
A “British expert on International Law” 
turned out to be a lawyer who had lost his 

licence to practice after de-
frauding a client.  
A “US expert on Interna-
tional Political Affairs” who 
was actually a notorious 
conspiracy theorist who had 
been to prison for fraud.  

 

T he Sputnik ‘news agency’ 
meanwhile is more bla-

tant, openly spreading fake 
news. Two of the more outra-
geous fake news stories it 
spread included malicious 
social media posts falsely 
accusing Angela Merkel of 
appearing in a selfie with an 
Isis militant last year, with a headline asking: 
“Did Merkel take a selfie with Brussels 
attack suspect?” 
   Er, no she didn’t was the obvious answer. 
The young man was in fact  
Anas Modamani, a totally innocent teenage 
Syrian refugee, with no connection to the 
real suspect Mohamed Abrini. Anas 
Modamani  is now suing Facebook for failing 
to take down defamatory fake news posts 
accusing him of terrorism and attempted 
murder. 
  Sputnik also spread false claims that a 13-
year-old Russian girl had been gang raped 
by asylum seekers in Berlin, sparking a diplo-
matic row and waves of Far-Right protests in 
Germany. 
  But German police disproved the allega-
tions, saying the girl actually had absconded 
from school to visit her boyfriend and later 
admitted lying as such to her family when 
she returned home. 
  The aim of the Russian State is to sow mis-
trust of news sources. In emergency plan-
ning and crisis communications, we have 

always emphasized that warning and in-
forming the public must come from a 
‘trusted source’, one that the public will 
believe and act upon.   
  Whatever we may think of the mainstream 
media, in much of the West we have a free 
press that is regulated and has legal require-
ments to tell the truth. In the UK, although 
we may groan about this or that interpreta-
tion of a story, we know there is a factual 
basis to the issue because of such laws and 
regulations.  
  But the global social media platforms do 
not have such restraints. Unfortunately, the 
younger generations turn to social media to 
get their ‘news’ – today for example, only 35 
per cent of the population read mainstream 
newspapers. So increasingly, the population 
looks to social media for news and infor-
mation, which is far more susceptible to 
fake news.  

THE flagship of the ‘post-truth’ culture in the USA has been the Breitbart ‘news’ website, 
whose Executive Chairman was Steve Bannon. Under Bannon’s leadership, Breitbart  
became a haven for the alt-right, an amorphous far-right movement with strains of white 
nationalism. 
  Bannon took a leave of absence from Breitbart last summer to become Chief Executive of 
the Trump election campaign, and stepped down from the company following Trump’s vic-
tory. Breitbart already has a London bureau, and is looking to expand into France and Ger-
many. France however, already has its Breitbart equivalents, known as the fachosphere. The 
on-line magazine, The Verge, says: “Much like the alt-right movement in the US, sites such 
as FDesouche and Égalité et Réconciliation regularly publish articles with incendiary, anti-
immigrant headlines, and they largely support Marine Le Pen’s National Front party.” 
  The French journalist David Doucet, who has co-written a book on the fachosphere, says 
that due to their limited finances, most fachosphere sites act as news aggregators, cherry-
picking stories from the mainstream media and rewriting them under exaggerated  
headlines. 
  The concern of France at the arrival of Breitbart, which would have the means to produce 
original content and reporting, is that it would complement other such platforms and the far
-right media landscape could change significantly. 

...and the AltRight are at it too 

  The Sputnik  news agency said the  
German leader had taken a selfie with the 
‘Brussels attack suspect’. It was in fact an 
entirely innocent Syrian refugee 

http://www.independent.co.uk/topic/isis
https://sputniknews.com/europe/201603261037012661-merkel-selfie-bomber/
https://sputniknews.com/europe/201603261037012661-merkel-selfie-bomber/
http://www.independent.co.uk/news/world/europe/syrian-refugee-sues-facebook-angela-merkel-selfie-anas-modamani-viral-fake-news-terrorism-brussels-a7533961.html
http://www.independent.co.uk/news/world/europe/police-say-13-year-old-girl-kidnapped-and-raped-by-asylum-seekers-in-berlin-was-actually-staying-at-a6843786.html
http://www.independent.co.uk/news/world/europe/police-say-13-year-old-girl-kidnapped-and-raped-by-asylum-seekers-in-berlin-was-actually-staying-at-a6843786.html
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The What, When 
and Why of Flood  
Emergency Plans 

S 
o what is to be done, if the fake 
news phenomena is not to throw us 
into chaos? One positive to come 
out of the current furore and the US 

President’s attacks on the mainstream me-
dia, including the BBC, is that the main-
stream media is fighting back.  

•   There is an increasing readiness by 
them to myth-bust more rapidly, with 
various media organisations setting up 
‘fact checker’ units.   This is not just 
altruism – there is a good business case 
for them to do so. If they lose their posi-
tion as a ‘trusted source’, they will lose 
viewers, listeners and readers who will 
go elsewhere to get to the facts, and 
they will lose sales and revenue.  

• Advertisers too are coming under pres-
sure not to give fake news sites or chan-
nels credence by placing mainstream 
advertising with them, giving them a 
veneer of believability to the viewer. 
The Select Committee’s Damian Collins 
MP has said: “British companies should 
not be advertising on channels that dis-
seminate fake news designed to spread 
fear and confusion.” Already Direct Line, 
Coral, Max Factor, Gaviscon, Strepsils 
and Vanish have all withdrawn from  
advertising on RT.  

• There are several sites devoted to de-
bunking fake news, although there is 
also a growing number ‘fake fake fact 
checker’ sites, that are creating more 
confusion by debunking actual factual 
stories.  

• The European Union meanwhile has set 
up the Disinformation Review to moni-
tor fake news and disinformation – this 
can be found at euvsdisinfo.eu 

• Google and Facebook have pledged to 
take more action and use algorithms to 
warn users of possible fake news 
streams. The method is similar to ma-
chine-learning algorithms that filter 
obscenities on most forums and 
platforms. Comments that the algorithm 
thinks are obscene are held in a queue 
until a moderator can approve or reject 
them. Similar machine-learning algo-

rithms can be incorporated 
that would warn users 
about suspicious or untrust-
worthy content, sending 
them what is called a 
‘Snope’, providing a helpful 
flag for another user who 
doesn’t want to be part of 
the problem.Facebook al-
ready has a ‘report’ button, 
and with enough fake news 
complaints, a URL can be 
wiped from the system after 
review by moderators. 

• These will be useful tools, 
but humans are still needed.  
Jimmy Weeks, the co-
founder of Wikipedia, ques-
tions whether we would be 
happy with the social media 
giants judging what we are 
allowed to see and not see. 
He said: “Many social and 
digital platforms are trying 
to address the problem by 
creating algorithms that can iden-
tify fake sources, but what’s miss-
ing from this solution is the hu-
man element.” (Guardian 
04.02.17)  

 

J immy Weeks  says it is feasible to create 
an army of truth seekers, pointing to the 

70,000 regular contributors to Wikipedia, 
which has 374 million viewers every month.    
  He said today’s challenge was similar to the 
daunting task they faced when they first set 
up Wikipedia: “How could we get millions of 
people to work together, across borders and 
perspectives, without pay, to build a relia-
ble, accurate encyclopedia? But it worked.” 
 
All individuals can certainly play a role in self
-checking the validity of an article. David 
Robson, the BBC’s Future’s feature writer ) 
has put together a six point stance that all of 
us should adopt when reading material from 
an untrusted source: 

• Beware of your own ‘cognitive fluen-
cy’ – we can be tricked by slick pro-
duction, or something that looks in the 
same style that we associate with a 
trusted source. Is it really what we 
think it is because it looks like some-
thing we are familiar with?  

• - Watch out for photo-shop images,  
including moving ones these days. As 
Robson puts it “…look for multiple 
sources of information, and don’t just 
rely on the evidence immediately in 
front of our eyes.” 

• Challenge yourself – it is quite human 

to be less critical of information that 
fits into or reinforces our assumptions, 
and to dismiss things we disagree 
with.  

• Similar to the above, don’t succumb to 
‘group polarisation’- that is, ‘I’m on 
this side of the argument, so every-
thing said by my side must be true.’  

• Be more curious. Dobson says: “…
people who are more curious appear 
to appraise scientific evidence in a 
more balanced way – so that they are 
not blinded by their existing ideology.”  

• Always consider the opposite. For 
example, if you saw a headline that 
screamed “Three million EU migrants 
now live in Britain!” you could be 
alarmed and think it unfair, until you 
get it in perspective by considering the 
opposite – that there are now 4.5 
million Brits living abroad, mainly in 
Spain, Portugal and France.  

 

F ake news is indeed the new spectre 
haunting the globe. Psych-Ops and black 

propaganda are of course nothing new, and 
are usually eventually defeated by reality – 
the ‘truth will always out’, as the old saying 
goes. But social media means it can be a 
destructive virus very rapidly. We must all 
be on our toes and ready to challenge and 
dispute, before wild nonsense stories be-
come a public order issue.  

  Social media platforms are assessing using algo-
rithms that will flag up a suspect story with what is 
called a ‘Snope’, like the one above 

The fight 
back has 
begun  
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 Oops! 

AS the BBC’s David Robson 
warns, we must be careful with  
being fooled by photo-shop images. 
I fell for this one - it shows a colli-
sion between a tram and a bus in 
Dublin, and the big reveal about 
‘Specsavers’ always got a laugh in 
presentations I gave. However, a 
colleague put me right that it was 
photo-shopped. You can find all 
sorts of clues in an image - look for 
shadows  in the right place, but, as 
in this case, reflections. When you 
blow the picture up, you can see the 
reflection of a Thomas Cook ad - not 
Specsavers.  
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International  

Director of Branches - Mark Taylor  
branches.director@the-eps.org 
 
 

East Midlands 
Branch Chair - Andrew McCombe DipEP MEPS  
eastmidlands.branch@the-eps.org 030 67981752 / 07747 
008561 
 
Branch Secretary and Lincolnshire Representative - Graeme 
Hempsall  
Graeme.Hempsall@lincoln.fire-uk.org 01522 582286 / 07768 
996085 
 
Branch Treasurer - Martin Wilkinson  
martin@telecomsresilience.com 07769 640632 / Fax: 01673 
885474 
 
Leicestershire and Rutland County Representative - Andrea 
Contini  
acontini@ermproject.info 07423 260986 / 01162 985548 
Employer Liaison and Industry - Eran Bauer  
bauer@civil-defence.org 01526 323000 
Derbyshire County Representative - John Perkins  
John.Perkins.16325@Derbyshire.PNN.Police.UK 07931 092719 
Northamptonshire County Representative - Aaron Goddard  
eps@thegoddards.info  
Nottinghamshire County Representative - Nigel Humphreys  
nthumphreys@btinternet.com 07803 313670 
 

Eastern 
Branch Chair - Bob Mears  
bob.mearns@eastamb.nhs.uk  
Secretary - Andy McCombe  
andy.mccombe@gmail.com  
Newsletter Editor - Jan Davis  
jan@great-yarmouth.gov.uk  
 
County Representatives 
Bedfordshire - Kevin Broom  
kevin.broom1@gmail.com  
Cambridgeshire - Vacant  
 
Essex - Bob Mearns  
bob.mearns@eastamb.nhs.uk  
Hertfordshire - Vacant  
 
Norfolk - Jan Davis  
jan@great-yarmouth.gov.uk  
Suffolk - Mike Gooch  
mike.gooch@suffolk.nhs.uk  
 
 

London 
All officers can be contacted via the main address: 
london.branch@the-eps.org  
 
Chair - Peter Joyce  
 
Vice Chair - Matthew Hogan  
 
Secretary - Mike Price  
 

Partnerships and Relations - Lorenzo Massucchielli  
Events - Kevin Wheal  
Anna Averkiou - Committee Members  
Steve Mackenzie - Committee Members  
Keith Donnelly - Committee Members  
Stephen Arundell - Executive Members  
Richard Look - Executive Members  
 
 

North West 
Branch Chair - Andrew Swapp  
andrew.swapp@gmp.police.uk 0161 856 2741 
 
Branch Secretary/Treasurer - Jenny Jones  
jenny.jones@westlancs.gov.uk 01695 585 182 
Northern  
 
Chair - Vacant  
info@the-eps.org  
Treasurer - Liz Redfern  
 
Parternship and Internationalising Director - Tracey Pitt  
 
Directors - Adam Grant and Stephen Groves  
 
 

Northern Ireland 
Branch Chair - Vacant  
 
Vice Chair - Michael Patterson  
pattersonm@belfastcity.gov.uk  
 
Secretary - Seth Speirs  
seth.speirs@ppsni.gsi.gov.uk  
 
Treasurer - Joan McCaffrey  
joan.mccaffrey@fermanaghomagh.com  
 
PR & Members - Dawn Bowers  
dawn.bowers@hpe.com  
 

 

Republic of Ireland 
Branch Executive address:  Emergency Planning Society 
(Republic of Ireland Branch) c/o The Mews 15 Adelaide Street 
Dun Laoghaire Co. Dublin 

Telephone: +353 (1) 280 9410 
Fax: 353 (1) 280 8302 
Email: epsroi@gmail.com 

Chair - Dennis Keeley  
Dennis.keeley@dublincity.ie +353868150210 
Deputy Chair - Sean Ward  
Fanwatch5@gmail.com  
 
Secretary - John Brophy  
John@reidybrophy.ie +353873291678 
 
Education - Caroline McMullan  
Caroline.mcmullan@dcu.ie  
 
Treasurer - Eileen Tully  
Eileen.tully@dcu.ie  
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Student Liaison - Gavin Brown  
Gavin.brown2@mail.dcu.ie  
 
Membership - Michael Conway  
mconway@renaissance.ie  
 
 
 

Scotland 
Chair - Jacqui Semple  
scotland.branch@the-eps.org  
 
Vice-Chair - David Johnstone  
scotland.branch@the-eps.org  
 
Executive Member - Donald Park  
scotland.branch@the-eps.org  
 
Executive Member - Elisabeth Leslie  
scotland.branch@the-eps.org  
 
Executive Member - Ross Baird  
scotland.branch@the-eps.org  
 
Executive Member - Matt Orr  
scotland.branch@the-eps.org  
 

South Eastern 
Acting Chair - Ian Taylor  
i.taylor1@nhs.net 07825 680369 
 
Secretary - Tom Crellin  
southeastern.branch@the-eps.org 07970 209344 
 
Membership Secretary - Kevin Claxton  
Zen50349@zen.co.uk 07856 917007 
 
Events Officer - Steve Scully  
stephen.scully@kent.gov.uk 07740 185261 
 
 

South Western 
Branch Chair - Scott Senior  
scott.senior@plymouth.gcsx.gov.uk  
 
Deputy Branch Chair - Vanessa Middlemiss  
vanessa.middlemiss@phe.gov.uk  
 
Branch Secretary - Phil Povey  
PPovey@somerset.gov.uk  
 
Branch Treasurer - Jamie Whitford-Robson  
jamie.whitford-robson@plymouth.gcsx.gov.uk  
 
ranch Membership Secretary - Paul Stephens  
paul.stevens@devonandcornwall.pnn.police.uk  
 
Branch Media & Web Pages - Rose Morris  
rose.m.morris@magnoxsites.com  
 
County Representatives 
Avon - Bill Crocker  
bill.crocker@delegatedservices.org  
Cornwall - Caroline Wildish  
Caroline.WILDISH@devonandcornwall.pnn.police.uk  
Devon - Debbie Brooker-Evans  
dbrookerevans@southwestwater.co.uk  
Dorset - Liam Patton  
patton@dorsetcc.gov.uk  

Gloucestershire - Rose Morris  
rose.m.morris@magnoxsites.com  
Somerset - Jacob Forgham  
JAForgham@somerset.gov.uk  
Wiltshire - Vanessa Middlemiss  
Vanessa.middlemiss@phe.gov.uk  
Southern  
Chair - Louise Cadle  
louise@ccaconsultants.eu  
Vice Chair - Louise Osborn  
louise.osborn@bracknell-forest.gov.uk  
 
 

Wales 
Chair - Paul Edmonds  
paul.edmonds@naturalresourceswales.gov.uk  
 
Vice Chair - Rob Gough  
robert.gough@merthyr.gov.uk  
 
Secretary - Russell Stafford-Tolley  
staffordtolley@beyondsl.net  
 
Treasurer - Melanie Haman  
melanie.haman@merthyr.gov.uk  
 
Training and Events Officer - Malcolm Dubber  
mldubber@me.com  
Web Editors - Mike Pennifold  
mpennifold@gmail.com  
Web Editors - Simon Dunford  
simon.dunford@torfaen.gov.uk  
Practitioner Representatives - Owen Griffiths  
Owen.Griffiths@rctcbc.gov.uk  
Practitioner Representatives - Raff Whitehead  
Raff.Whitehead@waterco.co.uk  
 

West Midlands 
Chairman - Wlliam Read  
william.read@dunelm.org.uk 01785 255552 
 
Secretary/Treasurer - Mike Parker  
mjmparker@aol.com  
 
Web Correspondent - Jawaid Akhtar  
Jawaid_akhtar@birmingham.gov.uk  
Web Correspondent - Dave Whittle  
Dave.whittle@coventry.gov.uk  
Members - Lianne Deathridge  
Lianne.deathridge@shropshire.gov.uk  
Members - Conor McCreevy  
conorpmcgreevy@gmail.com  
Vice Chairman - Peter Streets  
Peter.streets999@btinternet.com  
Members - Steve Webb  
Sjw.1@talktalk.net  
Members - Peter Burgess  
Peter.burgess11@btinternet.com  
Committee Members - Claire Wise  
Claire.wise@networkrail.co.uk  
Committee Members - Alan Boyd  
Boyda@walsall.gov.uk  
Committee Members - Elizabeth Tassell  
etassell@worcestershire.gov.uk  
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